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1. New Products

1.1..HOPEX IT Business Management

A new solution which includes ITPM and complete it with Strategy Planning and
Business Architecture modelling capabilities.

1.1.1. Strategy and Transformation Roadmap definition

- Simplification of Business Architecture/IT Strategy concepts and handling
o No more use of work environment, events, drivers and SWOT matrix

o No more distinction between Business and IT Stages: only
Transformation Stage now

o A single Business Capability Map is defined for the whole enterprise and
contextualized in stage via exhibited capabilities

o Mission and Vision are captured as different texts for Enterprise

o Goals and Strategies are limited to Enterprise (for global target
definition)

o Objectives and Tactics are limited to Transformation Stage

Person To be in the top 10 for
welcoming ¥ public global

popul satisfaction survey

‘Obtain 70% of satisfaction
survey for public reception

';_: Gi}ring the public their = Redeploying reception = Rethinking the
o choice of preferred el means = relationship with public
channel of interaction =

Vision - A modern administration offering state-of-the-art online services to its users with maximum availability.
An administration driven by per

- Possibility to link a Business Capability fulfilment to a Transformation Stage (to
indicate when an application is used to cover which business capability).

- New Report Data Set to compare content of Transformation Stages This allows
to produce this kind of report:
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Demand Management d HelpDesk IT

Enterprise Architecture

&2 HelpDesk IT

Incident Management d HelpDesk IT
IT Service Building

IT Service Consumption Management d HelpDesk IT

d Hopex-UML
IT Service Design

d Hopex IT Architecture

d SoftwareFactory 3.2

&2 HelpDesk IT

d Hopex IT Architecture
&2 HelpDesk IT

d SoftwareFactory 3.2
&3 HelpDesk IT

&2 Hopex IT Architecture

&2 Hopex IT Architecture

IT Service Portfolio Management d Hopex ITPM+

IT Service Release &2 VulcanForge v4 &2 VulcanForge v4

Physical Reception d Borne Interactive + d Portail CG Public

Project Management &2 Global PlanIT &2 Global PlanIT

Relations with Partners & Portail CG Pro
Relations with populations d Portail CG Public
Relations with Providers &2 Portail CG Pro

Request management d HelpDesk IT d HelpDesk IT

Sustainable Growth

Or:

step 1)

& Borne Interactive +

Physical Reception

&2 Global PlanIT
i Govall

Project Management Project Management

Request management

Request management Incident Management
&2 HelpDesk IT

Incident Management Demand Management

IT Service Consumption Management
Enterprise Architecture

ﬂ Hopex IT Architecture
IT Service Design

d Hopex ITPM+
d Hopex ITPM++

&2 Hopex-UML

&2 Portail CG Pro

&2 Portail CG Public

i SoftwareFactory 3.2

quIcanForge v

IT Service Portfolio Management

IT Service Design
Relations with Partners

Relations with Providers

Relations with populations
Physical Reception

IT Service Building

IT Service Release IT Service Release

&3 Hopex ITPM++
&2 VulcanForge v4
&2 Portail CG Public
&2 Global PlanIT

&2 Portail CG Pro
&2 Portail CG Public
&2 Portail CG Pro
d HelpDesk IT

&2 Govall

Project Management

Sustainable Growth

Request management
Incident Management
Demand Management

IT Service Consumption Management

Enterprise Architecture

IT Service Design

IT Service Portfolio Management

Relations with Partners

Relations with Providers

Relations with populations

Physical Reception

IT Service Building

IT Service Release
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- New wizard to initialize a Transformation Stage by duplication of an existing one
(“from a baseline to target”)

- New wizard to initialize projects from a Transformation Stage (creation of
projects linked to Transformation Stage with their deliverables and impacted
Business Capabilities).

ects Initialization From Busine ransformation Stage

Project Domain*

GOVT Projects for IT Roadmap >
Exhibited Capabilities

 Select sub-elements |  Expand the selected items

— Project Transf.-

~
20 Physical Reception

O &8 Borne Interactive +

& & Portail CG Public
] Planning Centres
e~ Project Management

& & Global PlanIT
] Public Assistance
0O Public Contracts
0 Reception Options
20 Relations with Partners

O & Portail CG Pro
- N4 Relations with populations

& & Portail CG Public

v

HOPEX

IT Portfolio Manageme

Project Portfolios / GOVT Projects for IT Roadmap -

Transformation

B All Projects Portfolios v @& » @& Step 1-Portail CG Public

»
Local name T Busin

(J @ *Digital transformation portfolio
=z 08 Transformation Purpose ~
z 0 Domaine @Cloud - Candidates + Ongoing Projects Portfolio (FR)
s () & Domaine @Cloud - Demands Arbitration Portfolio (FR) ® New A 4
T 3 ti P T i dc bilit
5 ovr mrojects or 11 o - cancste + ongong s | T R
- D = Physical Reception
() @ GOVT Projects for IT Roadmap - Demands Arbitration Portfolio v P
" -
— D = Relations with populati..
(J & Pportefeuille Open Data et Ecosystéme (FR) pop
& (J @ Pportefeuille Refonte Offre (FR)
0 (J & Project Domain-1 - Candidates + Ongoing Projects Portfolio
(J @ Project Domain-1 - Demands Arbitration Portfolio ~ "
B « < |Page 1 oft| > » | & | show 50  elements Displaying 1 - 2 of 2
(J & Project Domain-MSS TEST - Candidates + Ongoing Projects Portfolio
‘!. M Project Delit bl
() & Project Domain-MSS TEST - Demands Arbitration Portfolio roject Deliverables -~
|1 ® New Y
T T e e e T
O & portail CG Public Relations with populations, Physical Recepti.
[ ¢

- New report to expose state of capabilities in a specific transformation stage (As
Is, To Be or intermediary)
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] Reporting v

Stage Capability Overview v

B * B W w

Local Economy. Partnerships Public Contracts

H H ¥ ¥ * T T

Agriculture _ Short Supply Cireuits  Sodial and Community Economy Tourism 4 on Line Services . subsidies Trainings

B w R4 g

Relations _ Sport / Leisure Steering

a * 8 * 8 % 8 * ¥ * *
Physical Reception Relations with Partners Relations with populations Relations with Providers  Events  Initiations Sites and Ttineraries
14 item(s) 21 item(s) B2 item(s) 51 item(s)
* [ubiic portal [mle) Portal ™ [eubiic portal mO <@ oo
ol interactive Terminal [ Q@ Improve knowledge

2020 of user population

- New report for project deliverables alignment with Transformation Stage

GOVT- IT Transformation Projects Deliverables Planning and Impact

@, @ Scale step: year

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

Step 1-HelpDesk IT

Step 1-VulcanForge v4
Step 1-Global PlanIT
Step 1-Interactive Terminal 2020

Step 2-HelpDesk IT
Step 2-GovAll
Step 2-Public Portal

Step 1-Professional Portal

- Value Stream description inherits all improvements provided by HOPEX
Business Process Analysis, especially the new diagram (see dedicated chapter).

- New report for Value Stream/Business Capability assessment synthesis
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Business Value Capability Effectiveness Capability Efficiency Financial Impact

=" Consumer Bank Loan
Attract Customer
Operational Marketing 3 - Somewhat Effective 3 - Somewhat Efficient 3 - Moderate

Contact Management 1- Extremely Effective 4 - Slightly Efficient 2 - Low

Quick Rate Quote

Offer Management 5 - Not Effective 2 - Very Efficient 5 - Very High

Complete Loan Application

Loan Management 2 - Very Effective 2 - Very Efficient 3 - Moderate

Eligibility Decision and Underwritting
Loan Management 2 - Very Effective 2 - Very Efficient 3 - Moderate
Regulatory Compliance 2 - Very Effective 2 - Very Efficient 3 - Moderate

Award Loan

Loan Management 2 - Very Effective 2 - Very Efficient 3 - Moderate

Setup Payment Terms and Manage Repayment

Bank Account Management 3 - Somewhat Effective 3 - Somewhat Efficient 4 - High

Close Loan

Loan Management 2 - Very Effective 2 - Very Efficient 3 - Moderate

1.1.2. Business Architecture
- Business Architecture concepts that are not implied in Strategy definition can be
activated via an option. Activating this option allows to handle:

o Business Architecture environment
o Business Functional Area and Business Function

o Business Partner Group and Business Partner

2. Product Improvements

2.1.. HOPEX for the ArchiMate® Framework

¢ New embedded graph impact analysis reports
o At model level, displaying the whole model contents

o At element level, displaying the incoming and outgoing relationships and
neighboring elements

The displayed relationship types can be filtered
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Actions

1. ArchiMate Model Graph

At}

V' Relationship Type w 0@

Flow x | »

Access @ AutoCad
Agaregation

Accigrment ooking Management

Association
Composition
Influence P N
. 3} Autocsd-» APRCO.com
Realization ¥7) APPCO.cOm - Booking MiShegement
Serving s 4

Specialization s & @ A
Trigger .

APPCO.com

2.2.. HOPEX Business Architecture

HOPEX Business Architecture is now deprecated and superseded by HOPEX IT
Business Management new offering.

2.2.1. “Box in Box"” reports improvement

Breakdown as well as Assessment report templates have been redesigned to integrate
the new 'box in box’ renderer (see corresponding section in HOPEX
Customizer>Reporting below); they now support:

O

o

o

Multiple criteria rendering thanks to user-defined pictograms as well as color fill
of boxes

—  Criteria
Shape Object Type Criterion
O circle v Business Capability v Business Value v &

/\ triangle v Business Capability v | IT Support]| vI R 9

Automated legend computation
In-report depth of reporting selection

In-report unfolding of all fulfilling solution building blocks

2.2.2. New diagrams
Existing DoDAF diagrams are made available in Business Architecture

Org-chart Structured Diagram, for Org-units

Business Capability (Map) Tree Decomposition Diagram, for Business Capability
Map and Capability, enabling free depth diagramming of Business Capability
Maps, when a specific layout and many levels of capability is desired
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o Note: the legacy Capability Tree Diagram is protected by the legacy
diagram option, and can be reactivated if necessary

2.2.3. New Reference Models

2.2.3.1.Business Architecture Guild Reference Models
The Capability Maps from the Business Architecture Guild
https://www.businessarchitecturequild.org/ Reference Models are provided as solution
pack on the HOPEX Store.

Note: to be able to install this solution pack, you’ll need to be a Business Architecture
Guild Member.

2.2.3.2.BIAN Capability Maps conversion toolkit
e A BIAN capability map conversion toolkit has been made available on the
HOPEX Store, to help with the translation of BIAN Framework in ArchiMate
format into the HOPEX Business Capability Map format, usable with HOPEX
Business Architecture or IT Portfolio Management

BIAN Capability Maps in HOPEX for BIAN Capability Maps in HOPEX IT Portfolio
ArchiMate® Framework Management
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2.3.. HOPEX Business Process Analysis

Various improvements have been delivered in this update, as part of a simplification
effort, aiming at an easier-to-use product, especially for new or casual users.

2.3.1. Updated BPA Desktop

¢ Non-explorer viewer and contributor legacy profiles have been removed, as well
as process risk designer profile (merged into the “Process Manager” profile)

e The HOPEX Business Process Analysis Desktop is updated with latest stylesheet

o The HOPEX Business Process Analysis Desktop has been migrated to the
new UI/UX HOPEX standard with updated UI and icons.

o New diagram / New tabular diagram tile enables ‘one click” new process
diagram creation

o Less tiles on the desktop pointing to modernized lists with combo (e.g.
‘all org process’, ‘my org process’ merged into one tile and landing list-
view)

o Improved menus / options consistency

o Tree views have been converted to tree list views, so that the floating
toolbar is now available on the standard tree views

o The BPA Property Pages have been updated to the latest UI/UX standard
(e.g. buttons instead of drop boxes for low values lists, Multiple combo
boxes controls for types instead of lists, etc.)

2.3.2. Diagramming Improvements

2.3.2.1.New Shapes & Icons

e The process diagram shapes set has been updated
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Lighter vs. V1R3 shapes

o

o Empty shape vs. full shapes
o Borders in color vs. borderless
o Black text vs. white text

o More readable

n Officer

Loan
Approved

Loan
fused

Refuse.

2.3.2.2."Easy diagramming” tabular entry various
improvements

e Simplified UI with a focus on the ‘simple’ use case
¢ Auto sequencing of objects (operations, gateways) when adding new objects

e Reviewed columns setup and header with more intuitive names (e.g. What ?
Who ? How ?)

e The former “ad-hoc” picker to create or reuse objects has been replaced by
more standard and leaner “"multiple combo box” control with autocomplete
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BPMN Horizontal Diagram v

My Org Process

Processing Stream Operations — Sequence Flow + Message Flow

@® New Multiple Add

E.“““ Event Naturg

c o 2 Auto Refresh

0 O start My Org Unit ) start
O Operation-1 My Org Unit | v Start
O Operation-2 Operation-1
0 O End iy Uty L Operation-2 O End
« < Page 1 of 1 > » & | show 50  elements Displaying 1 - 4 of 4
Q a JH1le =8
stant Operation-1 Operation2

End

2.3.2.3. Graphical Editor Improvements

e Stretchable objects toolbar with multiple sections & columns now enable to
have a lot of objects in the toolbar while keeping it manageable

e Simplified toolbar buttons

O

lighten the UI

Focus on the most useful types for events, gateways and participants to

Additional means to quickly change the ‘typing’ in properties (events) or

right click (gateways, participants), so that the more exotic types can be

easily selected when needed

¥ wdp
|
S ~
g% Diagrams containing the object...
W
Gateway type >
I7| ~
<> 2 Documentation >
9 Gateux@( 1
v By Copy
& Exclusive
u
[ N (® Remove
& Parallel GEf;.-
. E= Explore
B @ Manage >
A E Properties

a

0O 0 0 0o o o a4

(None)

Exclusive (Instantiate)
Parallel (Instantiate)
Exclusive

Exclusive (Event)
Inclusive®

Complex

Parallel
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e Diagramming toolbar buttons (horizontal style / vertical style) allowing to
reorganize drawing automatically, using the same layout algorithm as in tabular

entry

= T Roboto v BH [ | % Roboto
5 5

BPMN Vertical Diagram BPMN Horizontal Diagram

Start

1 My Org Unit

(" Operation-1 )
B

|

Operation-2

End

e Silent creation of objects as been activated where applicable (e.g. creation of
operations), so as to ease intellibar usage and reduce number of clicks

e Autocomplete combo boxes in creation wizard, where applicable (e.g. Systems
Used > Applications, Participants > Org-Units, Data Objects > Contents)

Creation of Participant - Assignment

Local name:

Org-Unit: | cust v
Customer
Customer Satisfaction Department
Customer Service Re[ﬂ:sentative
Customer System Department

e In place edition

= Of participants assignations to org -unit through the multi-combo box
control, for quick reuse of org-units in inventory, directly from the

diagram
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¥ i ; ]
i Iy | My Org Unit X v
F oot i Add an assignment Another Org Unit
O | s

T

Operation-1

' | '

= Of sequence flows predicates, for easy ‘in diagram’ definition of the
processing stream

Operation-1 Operation-2 .
Qperation-1 Operation-2

> o ——p " — OK
»> —> I

oK

e Possibility to insert an activity within an existing sequence (see also dedicated
UX improvement section)

L e |
______________ —— e  ——— - Operation-1 oK | Operation Operation-2

Operation-1 i i Operation-2 .
p ok i | P »> S . > L
» | :

. [ P » —_ v M v w O v E More...

e “On-load” incremental update of the diagram consistent with repository
updates, and associated diagram initialization update

o Note: this can be deactivated via a compatibility option

2.3.3. Methodology simplification

e Value Streams & System Processes are deactivated by default and can be
activated by a user option

o Note: System Processes now have their own menu entry (hidden by
default according to the option)

e RACI feature is deactivated by default

e Enhanced cross product compatibility with HOPEX Information Architecture
through a new ‘Data Stores’ implementation.

o A compatibility option is defined for the legacy Data Store
implementation.

o This new Data Store implementation has been integrated to BPMN import
/ export
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2.3.4. Business Capabilities Maps

e Business Capability Maps, Business Skills Maps and Functionality Maps are
made available in HOPEX Business Process Analysis

HOPEX
Business Process Analysis

= Home <

«

I ﬂ' Home

2 Dpashboard

. Ideation

Capability Mapping > & Business Capability I'~1.3p$j
I Process Design & Business Skill Maps
i Customer Journey & Functionality Maps

e Business Capability Maps look-and-feel has been updated:

Bank Capability Map

Creator: Administrator
Modifier: LE GUELLEC Olivier

Created: 1/19/2017 10:23.01 AM Business Capability Map Diagram
Modified: 5/25/2020 1:40:31 PM

Delivar Custam er Experiznce

Devzlop Markst and Brand N /7 Create Next Paymemts’ R&D

o + Create Rapid Proof-Of-Concept Cycle
+ Creat .
+ Manage Cus
+ Onboard

Personnalize Risk Reputation and Fraud

- SetFricing

+ Support Personalized Campaigns

Develop Multichannel Capabiities Operate Business
|« Digital s

Strategic Flanning
logy Investment
. ort Multichannel Payments

« Support Universal Bring Your Own Device

cials
uman Capital
(BY0D) ies

" Proactively Detect and Resolve Risk ™/ Execute Investment Products
| Corporate Financing
+ Detect Fraud ents
+ Evaluate Risk
( ]| |
® [} B

2.3.5. New Value Stream Diagram

e New simplified diagram Value Streams (BIZBOK style) with easy data entry and
automated rendering
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Ciesign Mew Test Drive Integrate Industrialize

Market and Launch
Froduct Prototypes Feedbacks Production
Preduct Management Preduct Management Preduct Management Preduct Management
Product Marketing Research & Preduct Marketing Research &
Development Development

Research &
Development

Sales

Tabular entry ONLY and automated diagram generation

Primarily targets Business Architects (in IT Business Management), but is also
made available in HOPEX BPA since this is a popular entry point

The more comprehensive BPMN Value Stream diagram remains available for
more expert / detailed usage

2.3.6. Customer Journey Tabular Entry Improvement

The Customer Journey tabular entry Ul is updated to meet new standard
with modern / standard controls (e.g. multiple combo box)

B o 2 AutoRefresh & @ H | @ B

® New & Multiple Add o

TD-E d Resul

Em “¢ Customer Journey-1 ) (X
Expectations

0 # sop2 v (REED -

O & step3

2.3.7. APQC Framework

The APQC https://www.apgc.org/ Framework has been updated and is now available
on the HOPEX Store

Page: 19/ 200


https://www.apqc.org/
https://community.mega.com/t5/HOPEX-Store/bd-p/hopex-store

()MEGA

It provides the 19 APQC process frameworks (cross industry and industry specific
frameworks)

e Level 1 and 2 APQC processes are available both as HOPEX Business Processes
or Value Streams

e Indicators (metrics) are now also provided

Risks.

Strategy and Decisions

+OF O E

Attachments

Figure 1 - APQC processes hierarchy in HOPEX BPA desktop

2.3.8. Reporting

e Minor improvements of existing reports (look and feel, consistency with
methodology updates)

2.3.9. Import / export

e Various BPMN Import / Export improvements

¢ New excel import template, to bulk load inventory and description of org-
processes

o Similar-to the ‘tabular entry’ setup:

1 'ar\nanlullonal Process Process Name What 'Thn Event Nature Comment Whn 'Prlvhus Item 'Prevlous Item Typ Sequence Label Sequence Type i
3 My Org Process Start Event Start

4 My Org Process Operation A Operation blah bla blah Org Unit 1 Start Event

5 My Org Process Operation B Operation bli bli bli Org Unit 1 Operation A Operation

6 My Org Process oK? Gateway Org Unit 1 Operation B Operation default

1 My Org Process Operation C Qperation Org Unit 1 oK? Gateway OK

8 My Org Process Operation D Operation Org Unit 2 oK? Gateway NOK

] My Org Process OR Gateway Org Unit 1 Operation C Operation conditioned
10 My Qrg Process OR Gateway Org Unit 1 Operation D Operation

11 My Org Process End Event End OR Gateway

12 My Org Process 2 Start Event Start

13 My Org Process 2 Operation 1 Operation Org-unit 3 Start Event

14 My Org Process 2 Operation 2 Operation Org-unit 3 Operation 1 Operation next default

15 My Org Process 2 Operation 3 Operation Org-unit 3 Operation 2 Operation next

16 My Org Process 2 End Event End Operation 3 Operation next

o Data can be bulk loaded and then diagrams completed using tabular
entry
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My Org Process

Processing Stream Operations — Sequence Flow - Message Flow

®) New Multiple Add Y

T O T S
O O start O start

O Operation A Org Unit 1 blah bla blah Start

O Operation B Org Unit 1 bli bli bli Operation A

0 < ok? Org Unit 1 Operation B

Q a ¥l e =B
| Vrooreces N

—

2.3.10. Other Various Improvements
e Process Fulfillments links between Value Streams and Organizational Processes
are now included in HOPEX Business Process Analysis and not only HOPEX
Business Architecture / IT Business Management

o They supersede the legacy “contextualization” concept, now available
through a compatibility option

Fulfilled Process

Fulfilling Process

s ...... (*) New [ x| T

e Various usability improvements
¢ Removal of the following legacy reports :

Org-unit Job Description

Business Process Catalog

Business Process Exchange Balance

Business Process Functional Analysis
Organizational Process Exchange Balance
Impacts of IT Services on Business Processes
Business Process Automation

Geographical Process Support Map

O O 0O O O O o O
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Process Support Map

Site Analysis

Org-Unit Risk Matrix

Site Risk Matrix

Activity exchange balance

Business Function Exchange Compliance
Functional Process Exchange Balance
System Process Exchange Balance

O O 0O O O O o O

2.4.. HOPEX Integrated Risk Management

2.4.1. Key Risk Indicators

Key Risk Indicators (KRI) are metrics used by organizations to provide an early warning
of increasing risk exposures in various areas of the enterprise.

KRIs are managed through a dedicated meta-model, designed around the meta-class
called “Key Indicator”. The functionalities developed around the KRIs are very flexible
and can apply to different use cases, therefore the terminology “Key Indicators” is
usually preferred to “Key Risk Indicators”. Other types of indicators that can be
addressed using the functionalities described in this chapter are the Key Performance
Indicators (KPIs) and the Key Control Indicators (KCIs).

2.4.1.1.Product License and Profiles Accessibility
To use KRIs functionalities one of the following product licenses is required:

e ERM
e Internal Control

Every profile associated to either of the above-mentioned product licenses, will
automatically have access to all KRIs in the environment.

In this first version every user has access to the full list of KRIs, i.e. no KRIs filtering
mechanism has been implemented by default.

2.4.1.2.New Key Indicator Wizard

When creating a new Key Indicator, a wizard is displayed, as shown below.
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0

New Key Indicator P

Name*

() Do not aggregate Key Indicator values

Aggregation Period* Aggregation Operation*
Monthly s Sum

Category

3 E | ﬂ . . Enda i AccagtadValues Ralecad VRl

! Standard i Reverse Accepted Values Rejected Values

New Key Indicator s X

Name*

Key Indicator-1 Key Indicator-1

Lower Threshold* Higher Threshold* Lower Threshold* Higher Threshold*

100 g 0 100
Do not aggregate Key Indicator values

Aggregation Period* Aggregation Operation*

Monthly v Sum

Category

Key Indicator Interpretation Luﬁ?c‘

Reverse (HOPEX)

4 @D

Standard Wizard, with Aggregation and
only one Interpretation Logic available

Additional field appearing when the
indicator has more than one
Interpretation logic available

The user is asked to provide the following information for the Key Indicator to be
Created:

Indicator name

Lower Threshold

Higher Threshold

Do not aggregate Key Indicator values - A checkbox selected by default,
defines whether the indicator’s values should be interpreted as is, or if they
have to be aggregated over a given timespan. If the user unselects it, two
additional fields are displayed:

o Aggregation Period - Defines the timespan of indicator’s values that
are to be aggregated. Possible values: Yearly, Half Yearly, Quarterly,
Monthly, Half Monthly, Weekly. “*Monthly” selected by default.

o Aggregation Operation - Defines the mathematical operation to be
used when aggregating multiple indicator’s values. Possible values: Sum,
Average. "Sum” selected by default.

Category - Defines the way the indicator’s values are interpreted and holds
the logic used to automatically compute the indicator’s status. Possible values:
Standard, Reverse, Accepted Values, Rejected Values. “Standard” selected by
default.

Key Indicator Interpretation Logic - Every indicator category is associated
by default to one single Key Indicator Interpretation Logic. This is an
intermediate object which contains:

o A macro to automatically compute the indicator’s status and

o A set of pre-defined possible statuses the indicator can be in.

The user can freely extend the default behavior and create a new interpretation
logic, which means a new indicator’s status computation macro. In this case,
this field allows to select the interpretation logic to be used. If only one logic is
available this field is hidden, and the standard one is used by default.
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Every KRI has an associated “State” that can be either “Active” or “Inactive”. The newly
created KRI has an “Active” State by default.

Warning! The KRI category, aggregation period, aggregation operation and KRI
interpretation logic cannot be changed once the KRI is created.

1.

5.

2.4.1.3.Key Indicator’s Property Page
The property page of a Key Risk Indicator is made of four tabs:

Characteristics - It contains overview information about the indicator and it
allows to edit some of its parameters
Notifications - It allows to setup and activate indicator’s automatic notifications
Values - It contains the history of all the indicator’s past measurements, and it
also allows to add new ones
Indicator Graph - It displays the indicator measurements evolution over time

via a line chart

Remediation - It allows to create/link action plans to the indicator

Details on the meta-attributes and meta-associations available in each tab are provided
in the image below.

Values

Section Field Mandatory_Type Value Type
Overview
Nam VES Text M
Indicator Status ] Drop down Auto
Measurement Freshness NO Text Auto
Time to Failure NO Text Auto
Indicator State S Drop down Manual
Current Value NO Value Auto
Measurement Unit 0] Text Manual
Detsils NO Text area Manual
Advanced
Category YES Drod down Manual
Indicator Interprestion logic VES Drop down
Aggregation Period VES Drop down Manus
Aggregation Operation YES Drop down Manual
Lower Threshold VES Number Manusl
Higher Threshald YES Number Manual
Nb of values used to compute Time to Failure | YES Number Manual
Scope
NO orgn} Manual
NO Business Process (n) Manual
NO Org Processes (n) Manusl
NO Applications {n) Manual
Attachments
Documents NO Business Documents (n)  Manual
External Reference NO External Reference (n) Manual
Indicator New Value Notification Ne Boolean Manusl
Indicator Responsible Person L] Person System Manual
Indicator Status Notification NG Baolean Manual
Indicator Status Notification Values No Multi combo Manual
Last Measurement Notification L] Boolean Manusl
Last Measurement Notification Value ] Mumber Manusl
Noification Persans No Persan Sysiem Manual
Measurer ment Frequency
Measurement Frequency L] Staering Calendar Manusl
Values
Date VES Date Manual
Value VES. Number Manual
Detsils ] Textarea Manusl

Default Val

Agctive

Standard

Default intepr Logic associated with ca
Monthiy

Sum

FALSE
Indicator Creator
FALSE

Failed

FALSE
%0

WMonthly

Today's date

2.4.1.4.Characteristics Tab

a) Key Indicator’s Dashboard
Every Key Indicator has a dashboard which provides the following information:

Unknown (grey), Operational (green),
‘Warning {yellow), Unsatisfactory
(orange), Critical (oright red), Failed
(dark red)

Active, Inactive

Standard, Reverse, Accepted Values,
Rejected Values

tegory

Vearly, Half Yearly, Quarterty, Monhy, |

Half Monthly, Weekly

Sum, Average

Unknown, Operstional, Warning,
Unsatisfactory, Critical, Failed

Figure 2 - KRI property page structure

Rules

Initialized with "Key Risk Indicator - & where # is an increasing number. Can
be edited

Status automatically computed based on a Macro

Time past since the last measured value (defined in terms of Days/Weeks ar
Months hzsed on the KRI steering calendar}

Number of days (integer) bef ‘ecasted KR status is "Failed". If no
available measurement, then it's "Unknown”

It Ageregation Period is not defined, it is the last KRI valule. Otherwise it
considers the last completed aggregation period and its aggregated value.

It s used a5 a label for the indicator graph y axis

Cannot be edited after KRI creation

Cannot be edited after XRI creation
annot be edited after KRI creation

Cannot be edited after XRI creation

Number of past KR! agzrezated values required 1o compute the Time 10
Failure

Intialized with the KRI creator. Can be editzd

KRI staruses for which  norification is sent

Steering calendar used to trigger the NONfications o be sent to the KRI
owner in order 1o provide a new value for the KRI. Cannot be emptied.

Intialized with the date when the value s created. Can be edited
Can never be edited
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e Indicator Status - Status automatically computed

¢ Measurement Freshness - How old the last indicator measurement is

e Time to Failure - Forecasted figure consisting in the number of days before
the KRI fails

*Monthly Billing b4

jol Characteristics v

ET daula)
@ 1 month(s) @ 157 day(s)
Indicator Status Measurement Freshness Time to Fallure

Overview A

i. Indicator’s Status
The Indicator’s status is automatically computed considering the last KRI values,
eventually applying the selected KRI “aggregation period” and “aggregation operation”.

The status computation is triggered in the following circumstances:

e New KRI value is added

e Existing KRI value is deleted
e KRI thresholds are edited

e The KRI state is changed

The table below provides a few practical examples to better understand how the
indicator status computation works when a new measurement is added to the KRI.

01 | KRI goes in status failed if the sum of its | New Measure: 10 the 20-03-
values over a month is higher than 30. | 2020

Otherwise it is operational. New Current Value: 27+10=37
New Status: Failed

Existing Measures Current Month: 12, 15
Current value: 12+15=27
Current Status: Operational

02 | KRI goes in status failed if the average of | New Measure: 15 the 20-03-
its active tickets over the month is higher | 2020

than 10. Otherwise it is operational. New Current Value:
(10+8+15)/3=11
Existing Measures Current Month: 10, 8 New Status: Failed

Current value: (10+8)/2=9
Current Status: Operational

The tables below provide the adopted logic based on the KRI category (in the formulas
Low and High are respectively the Lower and Higher Thresholds, while M is
High+Low/2).
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KRI Category: Accepted Values

Unknown No available values OR No available thresholds

Failed KRI > High OR KRI < Low

Operational KRI >= M - 0.5*(High-M) AND KRI <= M + 0.5*(High-M)

Warning KRI > M + 0.5*%(High-M) AND KRI <= M + 0.75*(High-M)
OR

KRI < M - 0.5*%(High-M) AND KRI >= M - 0.75*(High-M)
Unsatisfactory | KRI > M + 0.75*%(High-M) AND KRI < M + 0.9*%(High-M)

OR

KRI < M - 0.75*(High-M) AND KRI > M - 0.9%(High-M)
Critical KRI > M + 0.9%(High-M) AND KRI <= High

OR

KRI < M - 0.9%(High-M) AND KRI >= Low

The image below shows an example of KRI of category “Accepted Values”. In all the
examples which follow, the High Threshold is set to 10, the Lower to 2, thus M is
equal to 6.

FAILED .
High
8 WARNING
OPERATIONAL
6 M
p OPERATIONAL
WARNING
2 e Low
FAILED
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KRI Category: Rejected Values

Unknown No available values OR No available thresholds
Failed KRI <= High AND KRI >= Low
Operational KRI < Low - 0.5*(High-M) OR KRI >= High + 0.5*(High-M)
Warning KRI < High + 0.5*(High-M) AND KRI >= High +
0.25*(High-M)
OR

KRI >= Low - 0.5*(High-M) AND KRI < Low - 0.25*(High-M)
Unsatisfactory | KRI < High + 0.25*(High-M) AND KRI >= High +
0.1*(High-M)

OR

KRI >= Low - 0.25*(High-M) AND KRI < Low - 0.1*(High-M)
Critical KRI > High AND KRI < High + 0.1*(High-M)

OR

KRI < Low AND KRI >= Low - 0.1*(High-M)

The image below shows a practical example of KRI with category “Rejected Values”.

OPERATIONAL
12
WARNING
10 e High

Low

CAMCAL

URSATISFALTORE

WARNING

OPERATIONAL
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KRI Category: Standard

Unknown No available values OR No available thresholds

Failed KRI < Low

Operational KRI >= Low + 1.5*(High-M)

Warning KRI < Low + 1.5*%(High-M) AND KRI >= Low + 0.75*(High-
M)

Unsatisfactory | KRI < Low + 0.75*(High-M) AND KRI >= Low +
0.25*(High-M)

Critical KRI < Low + 0.25*(High-M) AND KRI >= Low

The image below shows a practical example of KRI with category “Standard”.

OPERATIONAL
10 High
. OPERATIONAL
WARNING
6 M
WARNING
4 UNSATISFACTORY
2 CRITICAL Low

FAILED
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KRI category: Reverse

Unknown No available values OR No available thresholds

Failed KRI > High

Operational KRI <= High - 1.5*%(High-M)

Warning KRI > High - 1.5*%(High-M) AND KRI <= High - 0.75*(High-
M)

Unsatisfactory | KRI > High - 0.75*(High-M) AND KRI <= High -
0.25*(High-M)

Critical KRI > High - 0.25*(High-M) AND KRI <= High

The image below shows a practical example of KRI with category “Reverse”.

FAILED
10_ High

CRITICAL
8 UNSATISFACTORY
6 WARNING M
WARNING
4
OPERATIONAL
2 Low
OPERATIONAL

ii. Measurement Freshness

It considers the time passed since the last KRI value was recorded, rounded to the
closest integer. The attribute value is always computed in “days”, however the value
displayed in the dashboard follows a logic based on the KRI measurements frequency.

The Measurement Frequency parameter is defined via a Steering Calendar. There are
three possible pre-defined steering calendars (monthly, weekly and daily), each one of
which has an associated Steering Date. The Steering Date has a parameter “"Recurrence
Type” whose possible values are: daily, weekly and monthly.

Reminder: | Internal Control - Execution Campaign Scheduler Job

Steering Date:

L MEORL DD

Local name
B8] internal Control Weekly Execution Campaign

Notification Email

General SteeringDate Scheduling  Texis

A

[=Istart

[Relative Date

Start date (absolute) 6f 3/2013 v

Start hour:

[=I pate Recurre

Recurrence Type: Weekly v |
|_|Execute at start date time

Repeat evry N sk

Days of week Monday >

Recurrence End Type: | End Date v

( Recurrence Type
Defines the type of recurrence applied to scheduling.
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Based on the value of “"Recurrence type” the Measurement Freshness’ value will be
presented in the KRI dashboard as follows:

e Count the days for “"Daily” recurrence type (i.e. Daily Steering Calendar)

e Count the weeks for "“Weekly” recurrence type (i.e. Weekly Steering Calendar)
- The value is obtained dividing the number of days by 7

e Count the months for "Monthly” recurrence type (i.e. Monthly Steering
Calendar) - The value is obtained dividing the number of days by 30

The following rules are applied to define the Measurement Freshness value and color
coding:

¢ No existing measurement - Grey text "No Values”

e Last value 0 to 3 units old - Green text. Possible values are, “Today”, “This
Week” or "This Month”, *1 Day/Week/Month”, 2 Days/Weeks/Months”, “3
Days/Weeks/Months”.

e Last value 4 to 6 units old - Orange text.

e Last value 7 or more units old - Red text.

ili. Time to Failure
This value is an estimate computed by a linear interpolation algorithm. The algorithm
takes into consideration previous KRI, eventually aggregated, values and it computes
the time it would require for the KRI to move into the “Failed” status. The objective of
such value is to provide an early warning in case of dangerous behavior of the KRI.

If the KRI is already in Failed status, this attribute value is "0 days”.
The algorithm to compute the Time to Failure depends on the KRI category.

Possible values of Time to Failure are defined in the table below.

Unknown Empty If not enough data available

Unforeseen | 9999 The algorithm computation shows that the KRI value is
evolving in a way that makes it impossible to reach the
Failed status

0 days 0 When the KRI status is Failed

# days Number | When the algorithm estimates that the KRI will go into the
Failed status after # days

The following rules are applied to define the Time to Failure value and color coding:

e Unknown - Grey

e Unforeseen - Green
e # days - Orange

e 0 days - Red
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b) Overview Section
The overview section contains the following attributes:

e KRI name - Name provided at KRI creation time

e State - It defines whether the KRI is active or inactive.

e Value - If no Aggregation Period is defined, is the last KRI value, otherwise it is
the value obtained by applying the “Aggregation Period” and “Aggregation
Operation” to the KRI values of the last completed aggregation period (e.g. for
a KRI with monthly aggregation period, being in May, the indicator value is
computed by aggregating all existing KRI values dated April)

¢ Measurement Unit - It is a free text field. It represents what is being
monitored by the indicator. The value is also used as a label for the y-axis of
the indicator graph.

e Details - An open text to further describe the KRI

e Indicator State
The indicator’s state is used to distinguish between indicators which are Active, thus
evolving over time (i.e. for which users are still recording new values) and those which
are Inactive, thus have reached their final stage and must only be kept in the archive,
while they will no longer evolve.

The indicator’s state is initialized by default to “"Active” at KRI creation phase. If the
user changes its value to “Inactive” the following happens:

e A new computation of KRI value and status are triggered (according to
notifications setting a notification can be sent as a consequence of a change in
the KRI status)

e If the KRI has any pending jobs in the scheduler to send notifications these are
deleted, and the notifications are also disabled

e It will be no longer possible to edit anything in the advanced, notifications and
values sections

c) Advanced Section
This section allows to:

¢ Redefine KRI thresholds and the number of KRI values, eventually aggregated,
used for the Time to Failure computation

It contains the following fields, all in read-only mode:

e Indicator Category - It is the category selected at indicator creation time

e KRI Interpretation Logic - It is the logic used to compute the KRI status,
associated to the KRI category, selected at KRI creation time

¢ More Info - A button which allows to access to additional details in read-only
mode about the indicator category and associated interpretation logic and
available indicator’s statues

e Higher Threshold - It is the higher threshold defined at indicator creation time

e Lower Threshold - It is the lower threshold defined at indicator creation time
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¢ Aggregation Period - It is the indicator Aggregation Period selected at indicator
creation time. If not defined, it is hidden.

e Aggregation Operation - It is the indicator Aggregation Operation selected at
indicator creation time. If not defined, it is hidden.

e Number of values used for Time to Failure computation - Read only, set
by default to 12. It is the number of KRI, eventually aggregated values,
considered by the interpolation algorithm to compute the Time to Failure

o Edit Parameters - A button which allows to edit Higher and Lower Thresholds
and the number of values used for Time to Failure computation.

e Aggregation Period Interpretation
Based on its value, the “Aggregation Period” parameter requires to aggregate multiple
KRI values considering their date. In particular, the KRI values to be aggregated, based
on the Aggregation Period are:

e Yearly - From Jan 15t to Dec 31¢t

e Half Yearly - From Jan 15t to June 30, from July 15t to December 315t

e Quarterly - From Jan 15t to March 31%, from April 1%t to June 30", from July 1¢t
to September 30, from October 15t to December 315t

e Monthly - All days of each month

e Half-Monthly - From 15t to 15% included for all months but February for which
we stop at the 14th, from 16 (15 for February) to the end of the month

¢ Weekly - From Monday to Sunday included

d) Scope Section
Standard Scope section, allowing to link Applications, Entities (Org-Units) and
Processes (Business and Organizational).

2.4.1.5.Values Tab

a) Measurements Frequency Section
This section allows to specify a steering calendar which defines the frequency used to:

e Define the logic used by the KRI notifications, whenever activated
e Define the logic used to color code the Measurement Freshness parameter in
the KRI dashboard

By default, this section is initialized with the Monthly steering calendar. The user can
edit this field and select a different steering calendar (monthly, weekly and daily are
available by default).

Upon modification of this field, if the KRI has pending jobs, these will be deleted and
replaced with the new one.

b) Values Section
This section allows to:

e Add new measurements to the KRI and delete existing ones (edit is not
allowed),
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e Access to all past measurements

When clicking on the "New” button to add a new KRI value, a wizard with the following
fields is displayed:

e Two mandatory fields
o Indicator Value
o Measurement Date - Initialized with today’s date
e One optional field
o Details - To provide any useful information regarding the indicator
measurement

2.4.1.6.Notifications Tab

This section allows to define what notifications should be enabled and on which
conditions.
All notifications are disabled by default.

The following notifications can be enabled:

1. Periodic notification (specified by the attribute measurements frequency) to the
user responsible for providing the indicator measurements (initialized with Key
Indicator creator)

2. When an indicator moves in a given status

3. When Measurement Freshness is older than a given number of days

For notifications 2 and 3, a table allows to list the users the notifications should be
sent to.

2.4.1.7.Indicator Graph Tab

This tab contains a line chart report displaying the indicator behavior over time.
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*Monthly Billing [
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@ Higher Threshold (100) @ Values @ Lower Threshold (70)

Indicator Values

Jun 2019 Jul 2019 Aug 2019 Sep 2019 Oct 2019 Dec 2019 Jan 2020 Feb 2020 Mar 2020

Values 104.43 117.9 105.5 97.8 109.83 109.97 133.52 110.77 128.65 122.29 108.69 105.99

The report takes as y-axis label the value of the field "Measurement Unit”, if provided.
Lower and higher thresholds are colored based on the indicator category:

¢ Standard - Lower threshold red, higher threshold green
e Reverse - Lower threshold green, higher threshold red
e Accepted values - Lower and higher thresholds green
e Rejected values - Lower and higher thresholds red

2.4.1.8.Remediation Tab

This tab allows to create/link action plans to the key indicator.

2.4.1.9.Home Page Tiles
A new tile is available on the home page, called “All Key Indicators”. It takes the user
to the list of all existing indicators.

2.4.1.10. Menu Entries

Three additional menu entries are available on the IRM desktop:

1. Libraries -> Indicators - It contains two tiles, one to access to a flat list of
all existing KRIs, and a second to access to a three structure of org-units and
linked KRIs

2. Analysis -> Indicators - It contains 3 pre-defined indicators report templates

3. Administration -> Indicators - Only available to admin users, it contains all
elements required to customize the default behavior of Key Risk Indicators.
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2.4.1.11. Reporting

The indicators have three predefined reports, accessible from the Analysis->Indicators
section. These are:

1. Indicator Comparator - To be used to compare two indicators on the same
line chart

2. Multi Gauges - To be used to display several comparators on several gauges

3. Multiline Charts - Like multi gauges but using line charts
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2.4.1.12. Indicators Administration

A new section has been added to the administration menu, to let users customize the
default rules and behavior of Key Indicators. From Administration->Indicators, users
can:

e Define a new macro to compute the Time to Failure of a given KRI category
e Define new Aggregation Operations

e Define new Aggregation Periods

e Define new KRI statuses

e Define new KRI status computation rules

2.4.2. UCF integration
In order to respond to the IRM market demand and provide content as a starting point

and reference to IRM users, a hew importing wizard is made available to IRM customers
with a valid UCF subscription.

A UCF subscription gives customers access to UCF’'s Common Controls Hub which
contains not only Regulatory Frameworks, complete with explicited legal obligations (or
Regulation Articles), but also the Control Directives (or best practices to implement to
achieve compliance as redacted by UCF). Users need to select the Regulatory
Frameworks from UCF’s workspace prior to import into Hopex.
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Hopex’s UCF Importer is then set in motion to import the previously selected Regulatory
Frameworks and its subsequent Regulation Articles and corresponding Control
Directives.

UCF’s Regulatory Frameworks, Regulation Articles and Control Directives are managed
through a dedicated meta-model, designed around the meta-class called “Control
Framework”. Hopex’s already existing Controls are then used to indicate their
implementation of Control Directives.

NOTE: The already existing concepts of Regulation Framework and Requirements
inherited from the deprecated Regulatory Compliance solution and currently in use in
IRM are not to be confused with the new concepts imported from UCF.

2.4.2.1.Product License and Profiles Accessibility
To use the UCF importer and subsequent Concepts accommodating the imported
content, the following product licenses is required:

e IRM
e Internal Control (at least)

e + UCF (as an option)

Every profile associated to both IRM/IC + UCF licences, will automatically have access
to the UCF Importer and relevant concepts in the environment.

In this first version, once an import is completed, every user has access to the full list
of imported Regulatory Frameworks, Regulation Articles and Control Directives.

2.4.2.2.New Metaclasses/Concepts
e Control Framework: englobes all of the regulatory concepts along with their
association to Control Directives as they are defined by UCF.

e Regulatory Framework: corresponds to UCF’s Authority Document, can also be
described as regulations, principles, standards, guidelines, best practices,
policies, and procedures.

e Regulation Section: corresponds to UCF'’s Citations, a passage or expression in
an Authority Document that is quoted or cited BUT holds no legal obligation

and subsequently has no Mandated Controls. These Citations are imported into
Hopex as mere chapters grouping legally binding Regulation Articles/Citations.

e Regulation Article: corresponds to UCF’s Citations, a passage or expression in
an Authority Document that is quoted or cited AND to be enforced by at least
one Mandated Control.

e Control Directive: corresponds to UCF's Common Controls, The specific steps or
actions within a compliance mandate that must be met to fulfill a compliance
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requirement. There 3 different enforcement levels to a Common Control/
Directive:

o Mandated: the Control Directive enforces at least one Citation/Regulation
Article

o Implied: the Control Directive does not enforce a Citation/Regulation but
has a parent relationship to a Mandated Control that supports it

o Implementation: the Control Directive does not enforce a
Citation/Regulation directly but has a child relationship to a Mandated
Control it supports.

INSERT CONCEPTUAL MODEL HERE
2.4.2.3.UCF Importer

a) User Options

All UCF specific Concepts and associations described in the section above as well as the following:
e their association to Implementing Controls (already existing in Hopex IRM)

e their association to elements subjected to Compliance (Business Process,
Organizational Process, Entities)

e The new Menus & subsequent lists and treelists (Environment -> Control
Framework, Libraries -> Control Framework)

e UCF Import wizard

Should be hidden with the relevant user option. The user option should only be available to users holding a
UCF licence key.

INSERT SCREENSHOT HERE

b) UCF Authentication

OAuth authentication needs to be setup for the user from the User Options. Identification will be based on
the Get.Account query provided by UCF. 2 fields need to be populated by the user to set up communication
with UCF’s Common Controls Hub:

e /cch-account/{account-id}/details where account-id is the user’s account number with UCF
e APl key: as generated by the users from their UCF account

INSERT SCREENSHOT HERE
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c) UCF Importer
The Importer wizard should be available to IRM Manager/Control Director who hold a
UCF licence AND have activated the aforementioned UCF User Options. Navigation
path is Home ==> Environment ==> Regulations ==> Control Framework.

Users would have to search for and select the Shared Lists they have previously
created in their UCF Workspace and enter the corresponding API key prior to import.

Hopex Importer will also remind the users if an Authroity Document/Regulatory
Framework was previously imported and compare the last import date to the UCF's
last update date. This is to enable users to make an informed choice concerning the
Regulatory Frameworks worth importing.

Upon completion fo the import, Users are encouraged to use the Control Framework
tree to indicate which Regulation Articles the organization has to comply with.
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2.4.2.4.New Menus & Lists

a) Environment/Regulations/Control Framework
Displays all content imported from the UCF’s Common Controls Hub in a tre strucutred
around the Organization’s Control Framework, starting with Regulatory Frameworks,
their Regulation Articles and the Control Directives enforcing them.
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b) Libraries/Control Framework

iv. By Control Directives
Displays all Control Directives contirbuting to the enforcement of any Regulation
Article your Organization has to comply to. Control Directives are presented in a tree
based around their support structure.

Each implementing Control’s Execution Rate and Pass Levels are displayed to inform
users of their perceived efficiency.
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5 Implementing Contrel qg% W%
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@ Supparting Centrel Mandated 2 2
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v. By Regulatory Frameworks

Displays all Regulation Articles your organization has to comply to in a tree starting
from Regulatory Frameworks structured around the Control Directives enforcing them
and their implementing Controls.

Each implementing Control’s Execution Rate and Pass Levels are displayed to inform
users of their perceived efficiency.
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vi. By Regulatory Articles
Displays all Regulation Articles your organization ahs to comply to in 2 flat lists:

e One presenting Regulation Articles implemented by Controls, and
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2.4.2.5.Amended Hopex Concepts

a) Controls

Under a new Regulatory Enforcement section, the following 2 UCF concepts are
available:

e Implemented Control Directives: as a direct association to UCF’s Control
Directives

e Enforced Regulation Articles: as an indirect link to the Regulation Articles
enforced by the aforementioned implemented Control Directives.

b) Entities, Business Process and Organizational Process
In order to reflect that they are subject to compliance, the Regulation Article concept

will be added to the Scope sections of Entities, Business Process and Organizational
Process properties pages.
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2.4.3. Profiles cleanup

This release officially changes the name of HOPEX GRC into HOPEX IRM where IRM is
the acronym for Integrated Risk Management.

According to this new name, the existing profiles "GRC Functional Administrator”,
“GRC Manager” and “"GRC Contributor Lite” where renamed in:

e IRM Functional Administrator
e IRM Manager
e IRM Contributor

A certain number of existing profiles have been defined as Not Assignable* and
Inactive** since the delivery of the new IRM desktop.

*makes the profile not available when trying to assign it to an existing user

** even if the profile has been assigned to a user, at connection time, it's not shown
as an option to login

These are:
e Application Owner (GDPR) -> Introduced by HOPEX GDPR but no longer used

e Auditor (Not Leader) -> From now on a Lead Auditor is a user with profile
"Auditor" which is assigned as leader for an audit mission. No need to have a
specific profile

e Auditor/Controller -> Auditor with both Internal Audit and Internal Control
license

e Auditor/Controller/Compliance Cor -> Auditor with Internal Audit and Internal
Control licenses

e Business User - Compliance -> No longer existing

e Business User ERM -> IRM Contributor with ERM license

e Business User IC -> IRM Contributor with IC license

e Compliance Controller -> No longer existing or IRM Contributor with IC license
e Compliance Functional Administrat -> No longer existing

e Compliance IC and Audit Director -> IRM Manager with IC and Internal Audit
license

e Compliance Manager -> No longer existing
e Compliance Tester -> No longer existing

e Control Executer -> IRM Manager with IC license
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e Control Tester -> IRM Manager with IC license
e IC and Audit Director -> IRM Manager with IC and Internal Audit license

e IC and Audit Functional Administrat -> IRM Functional Admin with IC and
Internal Audit license

e IC Audit and Compliance Functiona ->IRM Functional Admin with Audit license
e Incident Approver ->IRM Manager with LDC license

e Incident Declarer -> IRM Contributor with LDC license

e Local Risk Manager -> IRM Manager with ERM license

¢ Recommendation Correspondent -> IRM Contributor with IA license

e Recommendation Owner -> IRM Contributor with IA license

e Regulatory Manager -> No longer existing

e Requirement Assessor -> No longer existing

e Risk Functional Administrator -> IRM Functional Admin with ERM

e Risk Manager (light) -> IRM Manager with ERM license

Risk Stakeholder -> IRM Contributor with ERM license

As a result of this cleanup, the profiles having access to the new IRM desktop are:
e Audit Director
e Auditor
e Incidents and Losses Administrator
e Internal Control Director
e Internal Controller
e IRM Functional Administrator
e IRM Manager

e Risk Manager

2.4.4. Data Access Rules Review

Existing data access rules where review in order to consider the new broader profiles
that can be used for several products (such as IRM Manger and IRM Functional
Administrator). Functionality wise nothing was changed apart for the three existing
DARs for plans that were merged into one.
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2.4.5. IRM Functional Administrator — CRUD Policies

The IRM Functional Administrator inherits its CRUD policies from the other Functional
Administrator profiles. As a result, it has full CRUD rights over all IRM meta-classes.

2.4.6. User Menu

The user menu has been simplified, filtering some of the existing options. The
implemented visibility rights are as follows:

First Level menu Second Level menu IRM Func'tlonal Al ot.her
Admin profiles
Switch Profile
Save
Logout
Import HOPEX File NO
Excel YES
Visio NO
BPMN?2 NO
Export HOPEX File NO
Excel YES
Visio NO NO
BPMN?2 NO NO
Scheduling Management Scheduling YES NO
Set Current Library NO NO
Advanced Query YES YES
Language YES YES
HOPEX Style NO NO
Settings Modify Password YES YES
Options YES YES
Alerts Management YES YES
Reinitialize personal parameters YES YES
License information YES YES
HOPEX System Web Report YES YES
About HOPEX YES YES
Community YES YES

2.4.7. HOPEX IRM - Contributor

Following the modernization of the IRM products suite, there was the need to extend
the perimeter of the existing GRC Contributor Lite profile, in order to account for the
broader Integrated Risk Management use case. The result is a new comprehensive,
powerful, yet light, profile, called IRM Contributor, providing all functionalities needed

to contribute to the organization integrated risks management initiative.

Using the IRM Contributor profile, users can focus on their daily tasks without being
overwhelmed by the full spectrum of information available in HOPEX, but nevertheless
having full visibility on the risks’ context and environment, made of organizations,
business processes and IT applications.

The main use cases that the new redesigned profile can address are:

Creating risks

Answering to risk assessment questionnaires

Creating controls
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e Answering to control assessment checklists
e Creating incidents
e Following-up on action plans and recommendations

2.4.7.1.Menu Structure

The menu of IRM Contributor has been completely revisited in order to provide multiple
point of entries, addressing the multitude of use cases available.

The Contributor can now quickly access to a list of pending tasks, review his working
environment, with the list of existing processes, organizations, applications and
requirements, create and review risks, controls and incidents.

The new menu structure and the details of the different menu items are described in
the table below.

In most of the menu entries (e.g. in the section “Tasks”) the word “"My” was deleted to
shorten the text, but the content of the section is unchanged.

1% Level Menu Item 2" Level Menu item Description Alternate List

Home

Dashboard

Tasks Questionnaires List of all questionnaires 1 - Questionnaires
assigned to Contributor 2 - Delayed
as Respondent or as Questionnaires
Delegate Respondent. Same as Questionnaires

but where Assessment
Session planned end date
is inferior to current date.

Execution Checklists List of all checklists
assigned to Contributor
as Respondent or as
Delegate Respondent.
Action Plans All Action Plans the 1 — Action Plans
Contributor is assigned to | 2 - Delayed Action Plans

as Action Plan Owner. Same as Action Plans but
where planned end date

is inferior to current date.
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Recommendations

All Recommendations the
Contributor is assigned to
as Recommendation
Owner.

1 - Recommendations

2 - Delayed
Recommendations

Same as
Recommendations but
where planned end date
is inferior to current date.

Actions

All Actions the
Contributor is assigned to
as Action Owner.

1 - Actions
2 - Delayed Actions

Same as Actions but
where planned end date
is inferior to current date.

My Environment

Business Processes

Organizational Processes

Applications

Business Lines

Entities

Requirements

All Requirements
constraining elements
that the Contributor is
Risk Assessor or Control
Responsible for.

declared by the
Contributor

Risks Lists all Risks the 1 - Risks
Contributor is Risk Owner | 2 - Risks in my Scope
for. List of all Risks the
Contributor is Risk
Assessor for at least one
of the Risk Contexts.
Controls List of all Controls the
Contributor is Control
Responsible for at least
one of the Entities in the
Context.
Incidents List of all Incidents 1 - Incidents

2 - Incidents in my Scope

List of all Incidents
reported against one of
objects within the
Contributor’s scope.

2.4.7.2.Search

The full-text search and search by meta-class have been disabled for the IRM

Contributor.

2.4.7.3.Collaboration

No collaboration section is available for IRM Contributors.

2.4.7.4.Home Page & Tiles

All available tiles have been reviewed and rearranged, grouping them by topic to provide
better clarity and ease of access.
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Tiles displayed by default were also reviewed in order to provide quick access to the
most important and common actions, like creation of incidents and risks, execution of
checklists and questionnaires and follow up of action plans.

Add tiles ®

€W sGeneric Tiles**
& ™ IRM Contributor
S Risks
@ controls
€™ incidents
&4 Compliance
&d = Action Plans/Recommendations

&4 Reports

& B My Environment

2.4.7.5.Dashboard & Widgets

The list of available widgets has been enhanced and enriched, grouping them by topic
to provide better clarity and ease of access.

The resulting structure is presented in the following table, which highlights the filtering
by product license of the different folders and whether the widget was already existing
or it's a new addition:

Folder Licen | Widget Description
se
Action Plans ALL Action Plan Priority Same report of Action Plan

(already existing) Priority chapter from the
Action Plan Follow-up
report.

Restricted to the Action
Plans owned by the
Contributor only and in the
following statuses: to be

started, in progress.

Action Plan Gantt
(already existing)

Same report of Action Plan
Gantt overall but limited in
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parameters to the Action
Plans owned by the
Contributor and in the
following statuses: to be
started, in progress.

Action Plans Dashboard
(NEW)

Distribution of Actions by
delayed or in time for each
Action Plan ‘in Progress’ and
owned by the Contributor.

Action Plan by Progress
(already existing)

“Action Plans by Progress’
chapter of Action Plan
Follow-up Report.
Distribution of Action Plans
owned by the Contributor
by the following progress:
On time, Delayed, No
Deadline, Arriving at due
date within...Exclude other
progress categories.

Action Plan by Status
(already existing)

Action Plans by Status
chapter of Action plan
Follow-up report.
Distribution of Action Plans
owned by the Contributor
on a bar chart by their
status. Only for statuses:
To be Started, In progress,
Completed

Recommendatio | IA Recommendations Distribution of Actions by
ns Dashboard delayed or in time for each
(NEW) Recommendations ‘in
Progress’ and owned by the
Contributor.
Recommendations and Table of Recommendations,
Actions per owners, due date, Actions
Recommendation Owner they own with Action owner
(already existing) and due date.
Recommendations per Table of Recommendations,
status and audit owners, due date, Actions
(already existing) they own with Action owner
and due date.
Recommendations per Bar chart of all
Status and Year Recommendations
(already existing) distributed by year and
colour coded by status.
Risks ERM Risks per status Same of the existing Risk
(already existing) per Status report but
parameters limited to Risks
owned by the Contributor.
Actions ALL Actions by Progress Distribution of Actions

(NEW)

owned by the Contributor
by the following
status/time: Open/on time,
Open/Delayed.

By default, the following widgets are shown on the dashboard:

e Action Plan by Progress
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e Recommendations Dashboard
e Actions by Progress

2.4.7.6.Lists & Right-click Menu

All lists have been reviewed in order to highlight the most valuable information for the
end user, removing technical columns, adding useful automatically computed attributes
and reducing the available buttons when selecting objects.

The right-click menu was disabled on all lists.
Tasks — Questionnaires

It has a button to switch between questionnaires which are still on time and those
which are late.

For questionnaires on time
Displayed columns are:

o Name

e Assessed Object

e Assessment Planned End Date
e Assessment Session

e Progression: if the questionnaire is partially filled, then ‘Started’. If
questionnaire does not contain any answer, then ‘Not Started’.

Grouped by: Progression
Actions available on list items are:
e No item in the list selected: None

¢ When at least one item in the list is selected: Workflow

For delayed questionnaires

It displayed only questionnaires sent to user where current date is superior to
Assessment Planned End Date and in one of the following statuses:

e To be Completed
e Delegated
e Transferred

Displayed columns are:

¢ Name
e Assessed Object
e Assessment Planned End Date

e Assessment Session
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e Progression: if the questionnaire is partially filled, then ‘Started’. If
questionnaire does not contain any answer, then *Not Started’.

Grouped by: Progression
Actions available on list items are:

e No item in the list selected: None
e When at least one item in the list is selected: Workflow

Tasks — Execution Checklists

It displays only execution checklists sent to the user and in one of the following
statuses:

e To be Completed
e Delegated
e Transferred

Displayed columns are:

¢ Name

e Progression: if the checklist is partially filled, then ‘Started’. If checklist does
not contain any answer, then ‘Not Started’.

e Planned Execution End Date

Grouped by: Progression
Actions available on list items are:

e No item selected: None

¢ When at least one item in the list is selected: Display Checklist, Workflow

2.4.7.7.Tasks — Action Plans
For (my) Action Plans

It only displays Action Plans where user is owner.
Displayed columns are:

e Name

e Priority

e Owner Entity

e Planned End Date

e Real Begin Date
Grouped by: Status

Actions available on list items are:
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e No item in the list selected: None
e When at least one item in the list is selected: Workflow

For Delayed Action Plans

It only displays Action Plans where user is owner and current date is superior to planned
end date.

Displayed columns are:

e Name

e Priority

e Owner Entity

e Planned End Date

e Real Begin Date
Grouped by: Status

Actions available on list items are:
e No item in the list selected: None
e When at least one item in the list is selected: Workflow

2.4.7.8.Tasks - Recommendations
Displayed columns are:

e Name

e Priority

e Due Date

e Audit

e Planned Closing Review

Grouped by: Status
Actions available on list items are:

e No item selected: None
¢ When at least one item in the list is selected: Workflow

For (my) recommendations

It only displays Recommendations where user is owner and status is one of the
following:

e Action Plan to Be submitted
e In Progress

e Action Plan Progress Rate to Be Updated
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e Action Plan Progress Rate Updated

For delayed recommendations

It only displays Recommendations where current date is superior to due date AND
where user is owner AND status is one of the following:

e Action Plan to Be submitted

e In Progress

e Action Plan Progress Rate to Be Updated

e Action Plan Progress Rate Updated
2.4.7.9.Tasks — Actions

Displayed columns are:

¢ Name
e Status
e Priority

¢ Planned End Date
e Owner Action Plan
¢ Recommendation

Grouped by: Status
Actions available on list items are:

e No item selected: None
e When at least one item in the list is selected: Workflow

For (my) Actions

It only displays Actions (from Recommendations or Action Plans) where user is owner
and status is ‘Open/In progress’.

For Delayed Actions

It only displays Actions where the Planned End Date is overdue.

2.4.7.10. My Environment
Business & Organizational Processes

It displays all Business Processes that match either of the following conditions:

e All Processes having the Contributor assigned as Risk & Control Assessor

e All Processes being in the Context of an Assessment Node (assessing a Risk)
associated to a Questionnaire assigned to the Contributor

Applications
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It displays Applications being in the Context of an Assessment Node (assessing a Risk)
associated to a Questionnaire assigned to the Contributor

Business Lines

It displays Business Lines being in the Context of an Assessment Node (assessing a
Risk) associated to a Questionnaire assigned to the Contributor

Entities
It displays Entities that match either of the following conditions:

e All Entities where the Contributor is assigned as Risk & Control Assessor
e All Entities associated to a Control where the Contributor is Control Responsible

e All Entities being in the Context of an Assessment Node (assessing a Risk or
Control) associated to a Questionnaire assigned to the Contributor

Requirements

Taking into account the objects displayed in the previous chapters (Business &
Organizational Processes, Applications, Business Lines and Entities), it displays all
requirements in the scope of those objects.

2.4.7.11, Risks

For (my) risks
It displays Risks owned by the user and in the following status:

e To be Submitted
e To be Validated
e Rejected

e Validated

Displayed columns are:

e Name

e Status

e Creation Date
e Validation Date

e Risk Assessor: query determining if Contributor is one of the Risk Assessment
Respondents

e Questionnaire Awaiting: displays whether a questionnaire for Risk Assessment
is awaiting action by the Contributor

Grouped by: Status

Actions available on list items are:
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e No item selected: Ne

o When at least one item in the list is selected: Workflow, Instant Report, Excel

For risks in my scope

It displays the risks where user is responsible for at least one context element of the
Risk (Contributor as respondent) and in the following status:

e Validated

Displayed columns are:

e Name

e Owner

e Validation Date

e Latest Assessment Date
e Questionnaire Awaiting

Actions available on list items are:

e No item selected: None

e When at least one item in the list is selected: Instant Report, Excel

2.4.7.12. Controls

It displays the list of Controls the Contributor is responsible for. There is no workflow
for Controls.

Displayed columns are:

¢ Name

e Latest Execution Rate: only takes into account the execution or assessment
performed on this Control by the Contributor

e Latest Execution Date: only takes into account the execution or assessment
performed on this Control by the Contributor

e Next Planned Execution Date: only takes into account the next execution
session end date for this Control if an execution checklist was sent to the
Contributor

e Awaiting Execution Checklists: displays whether a questionnaire or checklist for
Control is awaiting action by the Contributor as Control Responsible

e Latest Pass Control Level: only takes into account the execution or assessment
performed on this Control by the Contributor

e Latest Assessment Date: only takes into account the execution or assessment
performed on this Control by the Contributor

e Awaiting Assessment Questionnaires: displays whether a questionnaire or
checklist for Control is awaiting action by the Contributor as Control
Responsible
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Actions available on list items are:

No item selected: None

When at least one item in the list is selected: Instant Report, Excel

2.4.7.13.

For (my) incidents

It displays Incidents declared by the user and in the following status:

Incidents

Draft/ To be Submitted

To be Approved
To be Validated
Rejected
Validated
Closed

Displayed columns are:

Name
Declaration Date
Impact

Net Actual Loss
Declarant’s Entity
Occurrence Date

Last Transition By

Grouped by: Status

Actions available on list items are:

No item selected: New

When at least one item in the list is selected: Workflow, Instant Report, Excel

For incidents in my scope

It displays Incidents declared against one of the following objects:

Business Processes

Organizational Processes

Business Lines
Applications

Entities
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if object is within the Contributor’s scope and in the following status:

e Validated

Displayed columns are:

e Name

e Declaration Date

e Impact

e Net Actual Loss

e Declarant’s Entity

e Occurrence Date

e Number of Action Plans

Actions available on list items are:

¢ No item selected: None

e When at least one item in the list is selected: Instant Report, Excel

2.4.7.14. Available Report Templates

List of available report templates was cleaned up and filtered based on available product
license key. These reports are available when using the tile "New Report” from the home

page.

Details of the adopted filtering criteria are provided in the table below:

Report Template License
Action Plan Gantt ERM

IC

LDC
Action Plan Follow up ERM

IC

LDC
Actions Gantt ERM

IC

LDC
Risks per Status ERM
Risk Context Synthesis ERM

LDC
Recommendations and Actions per Recommendation Owner 1A
Recommendations per Status and Audit 1A
Recommendations per Status and Year 1A

2.4.7.15. Questionnaires UX Improvement

Questionnaires UX has been improved adding pre-conditions and filtering criteria on the
existing workflow transitions. Namely:

e Users can “"Submit Answers” or “"Close” a questionnaire only if at least one
answer has been provided. Otherwise the workflow transitions are not available
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e A warning message is displayed if the user is trying to finalize a questionnaire
with pending questions, both mandatory and optional (this warning can be
deactivated via an option in the Assessment folder “Enable warning message on
assessment completion”).

Furthermore, in the questionnaires list, a new automatically computed attribute is now
displayed, to show what questionnaires are in progress and which haven't yet started.
A questionnaire is considered to be in progress if at least one question has been
answered.

2.4.7.16. IRM Contributor CRUD policy
The IRM Contributor profile used to inherit all CRUD permission by several obsolete
GRC profiles. This inheritance has been removed and CRUD policies have been
reviewed as follows:

Meta-Class CRUD Policy
Account R
Action CRUD
Action Plan CRUD
Answer/Audit R
Application R
Assessment Aggregation R
Audit R
Audit Activity R
Audit Theme R
Business Line R
Business Process R
Compliance Activity -
Compliance Test -
Compliance Theme -
Control CRUD
Control System R
Control Type R
Database -
Event -
Expense (Mission) -
Expense Sheet -
External Reference CRUD
Finding R
Folder of Assessment R
Sessions

Folder of Business Lines R
Folder of Objectives R
Folder of Organizational R
Processes

Folder of Org-Units R
Gain CRUD
General Task -
Gross Income -
Incident CRUD
Incident Type R
Indicator -
Issue R
Library R
Loss CRUD

Page: 58 / 200



()MEGA

Macro Incident R
Objective R
Operation R
Organizational Process R
Org-Unit R
Person (System) R
Plan R
Product R
Progress CRUD
Provision CRUD
Question/Audit R
Recommendation RU
Recovery CRUD
Regulation Framework R
Report CRUD
Report (MS Word) CRUD
Requirement R
Requirement Type R
Risk CRUD
Risk Consequence R
Risk Factor R
Risk Type R
Server -

Site -

Skill -

Skill Level Value -

Skill Type -
Test -
Test Activity -
Test Item -
Test Sheet -
Test Theme -
Time Sheet -
Vacation -
Work Paper R

2.4.7.17.

Filters by Product License

Based on the available product license, the IRM Contributor will have a limited
visibility over the existing menu items. The implemented rules are resumed in the

table below.
Level 1 Level 2 ERM IC LDC | Audi
t
Home X X X X
Dashboard X X X X
Tasks Questionnaires X X
Execution Checklists X
Action Plans X X X
Recommendations X
My Environment Business Processes X X X X
Organizational Processes X X X X
Applications X X X X
Business Lines X X X X
Entities X X X X
Requirements X X X X
Risks X
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Controls X
Incidents X

2.4.8. HOPEX IRM - Internal Audit

The Internal Audit module is now integrated in the Integrated Risk Management desktop
so that users with a valid license can seamlessly carry out audit missions, managing
risks and implementing controls from one single place.

2.4.8.1.Profiles
Among the existing profiles having access to the Internal Audit Module only two were
kept:

e Audit Director

e Auditor

The existing administrator profile, Internal Audit Functional Administrator, was replaced
with the general IRM Functional Administrator, available for all IRM products based on
the available license.

2.4.8.2.Home Page & Tiles

The IRM home page now includes also pre-defined tiles for Internal Audit, such as:

e Work Program
e Ongoing Audits

¢ Recommendations

HOPEX v O I

All available tiles are grouped under the folder “Audit”.
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The table below provides details on new and existing tiles.

Tile Status Description

Ongoing Audits NEW Takes the user to Audit->Execution-> Ongoing Audits

My Recommendations Existing | Takes the user to Task -> Action Plans -> Recommendations to
Implement

My Delayed Recommendations NEW Takes the user to Task->Action Plans->Delayed
Recommendations

New Audit Plan NEW Creates new audit plan and opens its property page

Work Program NEW | Takes the user to Task->Audit which contains global work
program, my work program and past audits as alternate lists

2.4.8.3.Menu Structure & Filters

Following the integration of Internal Audit in the new IRM desktop, the menu now
contains new sections to account for the audit module. The table below provides the full
list of menu items that are accessible using an Internal Audit product license, also
documenting visibility rights for the different profiles:

Level 1 Level 2 Level 3 IRM FA | Audit Auditor
Director
Home X X X
Dashboard X X X
My Tasks Audit X X X
Time & Expenses Vacation Requests X X X
Timesheets X X X
Expenses X X X
Vacation Requests to X X
Review
Expenses to Review X X
Action Plans Recommendations to X X X
Implement
Delayed X X X
Recommendations
Environment My Organization Entities X X X
Processes X X X
Business Lines X X X
Applications X X X
Financial All Accounts X X
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Products X X
Gross Incomes X X
Strategy X X
Regulations X X
Documents All Documents X X X
By Document Categories X X X
Libraries HOPEX Libraries X X
Audit Audit Plans X X
Preparation Decisional Reports X X
Vacation Requests X X
Template Question X X
Groups
General Tasks X X
Execution Ongoing Audits X X
Others X X
Follow up X X
Remediation Potential X X
Recommendations
Ongoing X X
Recommendations
Other Recommendations | X X
Delayed X X
Recommendations
Recommendation X X X
Reports
Actions by X X X
Recommendation
Other Reports based on X X X
Datasets
DataSets X X X
Admin User Management X
Skill Management All Skills X
All Sill Types X
Manage Skills with Users X
Audits by Auditor X
Calendars X
Tools X
2.4.8.4.Dashboard

All existing Internal Audit widgets have been migrated into the new desktop. These

are:

e Estimated and effective workload per audit plan
e Evolution of audit breakdown by category

e Evolution of audit scores

e Number of auditors per year

e Number of audits per audit plan

By default, the following widgets are displayed in the dashboard:

e Evolution of audit scores

e Estimated and effective workload per audit plan
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2.4.8.5.My Tasks

The My Tasks section was slightly reorganized to account for the new entries coming
from the Internal Audit module.

The newly introduced “Time & Expenses” menu aggregates all items regarding
timesheets, vacations and expenses management that were previously in the “Test”
section.

The true new addition is the “Audit” section which includes most of what an Auditor
needs.

Audit Section
This menu item contains one single section with a button to switch between 3 views:

e My Work Program
e Global Work Program
e Past Audits

For the work programs, two columns have been added to display the following info:

e Status - The audit status
e Activities - The number of audit activities
2.4.8.6.Environment

Also the Environment section was slightly reorganized to account for the new entries
coming from the Internal Audit module.

The newly introduced “Financial” section contains three items: the previously existing
“Accounts” and “Gross Incomes” and the new one “Products”, coming from Internal
Audit.

Another new section has been introduced, called “Strategy”, whose content is coming
from the old “Objectives”, previously replicated in Risks and Controls.
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2.4.8.7.Libraries

In the Libraries menu a new section "HOPEX Libraries” was added to provide a list of all
existing libraries.

2.4.8.8.Audit

This section is the most important and includes all the functionalities required by an
Audit Director. The structure of this menu was defined following the same approach
used for the other modules (for ex. risks and controls).

Audit Plans

It displays a tree structure with all existing plans of type Audit and Mixed (both Audit
and Test). The following columns provide additional info which improve the
navigation:

e Status

e Begin & End Date - For both Audit Plan and Audit (planned dates)
e Audits - Number of audits included in the plan

e Activities - Number of activities included in the audit

In order to create a new Audit Plan, the user must right-click on the “Audit Plans” folder
and select “"New”. Audits, instead, should be created directly within the relative Audit
Plan, in the Audits tab.

Audit plans open on full screen mode in order to provide a better user experience and
allow to open audits in the right panel at the same time.

Resources Assignment

From within an audit plan, the section to assign resources to an audit and define the
audit leader was improved to make it much easier to assign and unassign auditors to a
given audit mission.

The three existing buttons have been removed and replaced by ad hoc columns with
checkboxes allowing to define the audit leader and assign or unassing auditors.
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Preparation

This section provides all info required to build an action plan and decide what audit
missions are needed. It contains 4 tiles, as shown in the screenshot below.

DECISIONAL & ]
REPORTS GENERAL TASKS

@ QUESTION GROUP
TEMPLATES

The content of each section hasn’t changed with respect to what was provided in the
homonymous ones of the old Internal Audit desktop.

Execution
This section lists all existing audits, grouping them into two tiles:

e Ongoing audits - Displays all audits which are either in preparation, in
progress, potential, published or to be validated

e Other audits — Displays all audits which are not ongoing: this includes audits
which have been cancelled, closed, completed or rejected, plus all audit
templates

ONGOING AUDITS OTHER AUDITS

Displays all engeing auwdits, which Displays all past audits which are

are those either in preparation, in not cngeing. These are the audits

progress, potential, published or to which have been cancelled, closed

be validated completed or rejected and the audit
templates.
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Follow-up

This section displays the same content of the dual section for testers (which is in Test-
>Follow Up->TimeSheet Reports) but personalized for auditors.

Remediation

This section displays all existing recommendations, distributed in several tiles,
following the logic documented in the table below.

Title Description
Potential Displays all recommendations which are yet to be validated. These are the
Recommendations recommendations with statuses:

1. To be submitted (TBS),
2. Action plan to be submitted (PTBS),
3. Action plan to be reviewed (PTBR),
4. Action plan to be validated (PTBV)
Ongoing Displays all recommendations which have been validated and are in progress. These
Recommendations are the recommendations with status:
1. InProgress (PROG)
2. Action plan progress rate to be updated (PRTU)
3. Action plan progress rate updated (PRU)
Other Recommendations | Displays all recommendations which have been closed or cancelled. These are the
recommendations with status:
1. Closed (CLO)
2. Cancelled (CAN)
Delayed Displays all recommendations where the Due Date is overdue.
Recommendations

2.4.8.9. Analysis
In this menu two sections were added, within the “Action Plans” item, to report on
recommendations and actions, both already existing in the old Internal Audit desktop.
These are:

e Recommendation Reports - Allows to build reports based on three pre-defined
templates: "Recommendations Report”, "Recommendations by Status and
Audit” and “"Recommendations by Status and Year”

e Actions by Recommendation
2.4.8.10. Administration

The most important addition to this menu was the “Skills Management” section which
was integrally migrated from the old Internal Audit desktop.

MANAGE SKILLS
WITH USERS

ALL SKILLS ALL SKILLTYPES

Page: 66 / 200



()MEGA

Furthermore, the Calendars item, originally replicated in several places, was moved in
this menu.

2.4.8.11. Review Notes

Thanks to the new desktop, it's now possible to add review notes to the main Audit
objects, such as:

e Audit

e Audit theme

e Audit Activity

e Work Paper

e Finding

e Recommendation

e Action plan

2.4.9. Stored Risk Attributes

The following calculated Risk Attributes were re-calculated every time they were
included in a list of Risks, leading to a drain in performance wen displaying lists of
Risks or Controls. These are now stored at the end of an assessment session and do
not require recalculation for the entire list.

e Impact

e Likelihood

e Inherent Risk
e Control Level
e Net Risk

e Forecast Risk

2.4.10. MS Excel Import/Export Template

An Excel import template is provided to facilitate the initialization of IRM repository
It includes :
¢ Context and Taxonomy objects:
o Entities
o Business Processes

o Organizational Processes

Page: 67 / 200



()MEGA

o Applications

o Action Plans

o Risk Types

o Control Types
e IRM objects

o Risks

o Controls

o Incidents

It is available for download on the HOPEX Store.

2.5.. New Questionnaire Builder

Starting from version 4, HOPEX provides a brand new module with a completely
renovated user experience to build and answer questionnaires. All HOPEX products will
benefit from the new module’s advanced and powerful functionalities.

The module is based on a JavaScript component called “Surveyl]S”. To see the
component in action outside of HOPEX it is possible to visit the following link.

After integration within HOPEX, the SurveylS component has been readapted and
enriched with standard HOPEX functionalities.

2.5.1.1.Create a new Questionnaire Template
From within HOPEX IRM, in order to create a new questionnaire template using the new
builder, the user must go to the section Assessment -> Preparation -> Questionnaire
Templates, and click on the “"New” button.
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Figure 3 - Create a new Questionnaire Template

After clicking on the new button, the user is presented with a wizard where he can
provide the questionnaire title before the new questionnaire builder opens in full screen
mode.

Survey Designer  TestSurvey  JSON Editor

ToOoLBOX (u Survey Seltings) (dee Sumey>

¢ Add logo
Single Tnput & Ad ~
Questionnaire Template-2-1

|+

Checkbex
ey descriptio
Radiogroup urvey iption
Dropdamn
age title he
Comment

moe e 7

Boolean

5

Panel

Object

[ 28

Date Please droE a guestion
here from the Toolbox.
Number

[elolalala]

[™1 save & Close

The new questionnaire builder adopts a WYSIWYG (What You See Is What You Get)
interface.

Building the overall questionnaire’s structure is easily done via drag-and-drop of the
questions from a toolbox on the left, which lists all available question types.
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The new WYSIWIG interface allows to directly edit questions’ content via a simple click
of a button and quickly rearrange questions via drag-and-drop.

2.5.2. Questionnaire and Questions’ Properties
Every element of the questionnaire has a set of properties which are accessible via a
property pane, on the right-hand side of the questionnaire builder.

From the property page of a question it is possible to define things such as:

General

e Question unique name (used when defining any
type of logic and validation rules)

Name

question1

Title

L] The queStlon text Itself What is your favorite color?
e An optional question description Description

¢ Whether the question is mandatory and/or can be

Is required?

delegatEd Allow Delegation
e All the possible answers in case of questions of Chorces

type checkbox, radiogroup and dropdown Fast Entry

Value Text 1d Abs

¢ The logic to make the question mandatory and/or ¥ Il *=

visible based on predefined conditions t [ o

Esm Yellow

e Any validation rule to be executed when the Remove All

question is answered

2.5.2.1.Questions Logic and Validation
With the new Questionnaire Builder, it is now much easier to write the logic to
conditionally make a question visible and/or mandatory, since it is no longer required
to use complex meta-tests. Instead a dedicated section in the question’s properties,
help the user write the required logic with a few simple clicks.
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It is also very easy to build any type of validation expression to ensure questionnaire
respondents follow a business defined logic when answering the questionnaire.

2.5.3. Answering a Questionnaire
The new module provides a renovated and improved layout when answering
questionnaires.

There are two types of questionnaires:
e Standard

e Direct

2.5.3.1.Standard Questionnaires
With standard questionnaires, the floating toolbar allows to open the questionnaire via
a dedicated icon. The questionnaire opens in full screen mode in order to provide the
best user experience for the responder.

The new layout is characterized by the following sections:

e A left sidebar which lists the elements to be assessed or upon which the
questionnaire is based. Every element is followed by a colored icon which
represents the status of the single questionnaire instance. Orange means that
the questionnaire was never opened. Red means that the questionnaire is invalid,
which is the case, for example, when the user opens the questionnaire, but
he/she does not answer one or more mandatory questions. Green is when the
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questionnaire is valid, which is the case when all mandatory questions have been
answered.

¢ The main pane which displays the questionnaire instance related to the element
selected in the left sidebar.

¢ The header menu buttons which allow to access further details of the element
currently being selected in the left sidebar. In particular, the user can:

o Browse the property page
o Display the associated diagram.
e The buttons in the footer, which allow to:

o Save all modifications done to the questionnaire and close it, in order to
finish it at a later stage (button “Save & Close”).

o Launch the questionnaire workflow to either submit, delegate or transfer
the questionnaire (button “"Submit”)

When the user tries to submit the questionnaire, a validation algorithm goes through
all the elements in the sidebar, ensuring that all existing validation rules are satisfied
(e.g. mandatory questions and validation expressions).

If this is the case, all elements in the sidebar will have a green squared icon and the
guestionnaire workflow wizard will be presented to let the user choose what transition
to trigger.

Otherwise a red icon will be displayed next to the elements which are not valid. The
user will have to go through these elements to respect the validation requirements (e.g.
answer to mandatory questions being left unanswered, respect existing validation
expressions).

The interface properly highlights in every questionnaire the elements where a validation
problem was raised, helping the user to quickly identify the concerned question(s).

2.5.3.2.Direct Questionnaires
Direct questionnaires are, as usual, fully integrated in the property pages of the object
to assess. The only change with respect to the old questionnaire module is the
renovated layout.
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Perform Assessment - Addon - Direct Answers

Measure Date*

5/27/2020 =

Change management overload

Risk Assessment

1. Impact
Choose... v

2. Likelihood
Choose... v

3. Control Level

Choose... «

2.5.4. Existing Clients & Data Conversion

2.5.4.1.Data Mapping HOPEX to SurveyJ]S and vice-versa

An automatic data mapping mechanism has been put in place for existing HOPEX users,
in order to map the old HOPEX question types to the new ones.

The following tables provide a summary of the mapping, from HOPEX to Surveyl]S and
vice-versa. The mapping from HOPEX to SurveylS is 1tol, while vice-versa is at times
1toN, which means that some parameters of the Survey]S question are used to uniquely
identify which HOPEX question the Survey]S type maps to.

HOPEX to SurveylS Surveyl]S to HOPEX

HOPEX SurveyJS SurveyJS HOPEX
Question Type | Question Type Question Type | Question Type
Text Comment Single Input Duration,
Vertical Radio Radiogroup Percent, Signed
CombolList Dropdown Number, String
Multiple Answer Depending on Checkbox NEW
Type content* Diagram Presentation
Date NEW (Date) Tool
Number NEW (Number) Radiogroup Vertical Radio
Boolean Boolean Dropdown Combolist,
Multiple Values | NEW (Objects) OK/NO/NA
Short NEW (Number) Comment Text
Duration Single Input Boolean Boolean
Object NEW (Objects) File Object
OK/NO/NA Dropdown Panel Question Group
Percent Single Input
Signed Number Single Input
String Single Input
Question Group Panel
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* HOPEX questions of type “Multiple Answer Type” allowed to group under one single
question multiple types of possible answers. This type of questions after conversion are
broken down into elementary questions, one per element defined in the original Multiple
Answer Type object.

2.5.4.2.Questionning Motives
The Questionning Motive was a concept used in HOPEX to tag questions defined on
specific objects, like Controls, so that they could automatically and dynamically feed a
questionnaire template when the given control was in the questionnaire scope.

With respect to the controls, for example, two questionning motives allowed to define
questions to be used as either Control Steps or Test Steps.

To create these types of questions now the procedure is identical to creating a new
guestionnaire template.

For existing clients, for example, controls with existing control steps, will now present
a questionnaire template through which users will be able to edit and manage all the
control steps.

2.5.5. Unsupported Features & Manual Data Conversion
A dedicate report has been implemented in order to provide existing clients with details
about the impacts of the new questionnaire builder with respect to existing data.

This report can be launched in two ways:

e On the entire environment data, via the user menu, under Settings->New
Questionnaire Builder Report

¢ On a single questionnaire template, via the right-click menu, selecting "Convert”

If the user tries to open an old questionnaire template, containing no longer supported
features, via the new questionnaire builder, these elements will simply be neglected.

2.5.5.1.Questionnaire Presentation
There is now only one layout used to display questionnaires, which is applied by default
for every questionnaire template.

2.5.5.2.Presentation Tool
With the new questionnaire builder it is no longer possible to define questionnaire
elements of type presentation tool. Nevertheless, for diagrams, the new questionnaire
layout now automatically integrates them in the interface, as described in the chapter
Standard Questionnaires.

2.5.5.3.Meta-tests

All meta-tests used to manage whether a question had to be visible and/or mandatory
will have to be rewritten using the new dedicated section in the concerned question

property page.
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2.5.5.4.Computed Questions

All computed questions must be re-created in the new builder.

2.5.5.5.Questions with Link Answered Object

Questions with Link Answered Object are no longer supported.

2.5.5.6.Question Groups populated by query

Question Groups populated via a query are no longer supported.

2.5.6. How to install the new module
The new questionnaire builder is a module which is automatically installed at HOPEX
installation time.

First time clients will automatically benefit from the new module, while existing ones
have the option to activate it at a later stage. This is to minimize impacts and potential
disruption that might occur due to existing questionnaire templates that will require
some adaptations to seamlessly work in the new builder.
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2.6.. HOPEX Privacy Management

The new release includes three major features improvements:
1. Action Plans
2. Regulation Frameworks
3. Search results

Also, various UX improvements were addressed to better display the information in
existing property pages and wizards.

2.6.1. DPIA & Reusable Risks

A new powerful functionality has been added to this new version of HOPEX Privacy
Management which allows to reuse privacy risks across Data Protection Impact
Assessments (DPIAs), thus helping organizations to build a centralized privacy risks
register.

This functional improvement also allows to import in the organization environment a list
of predefined privacy risks through a ready-to-use Excel template, so that whoever
carries out a DPIA can identify applicable risks looking at the risks register.

Privacy risks are categorized into 5 types
1. Illegitimate Access
2. Data Loss
3. Data Integrity
4. Data Unavailability

5. Unlawful Processing

Risks on Privacy A

Illegitimate Access Data Loss Data Integrity Data Unavailability Unlawful Processing

pobf
You haven't created a risk yet.

To create one, click on:

Figure 4 - DPIA risk types
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Every risk created via the DPIA is assigned to one of the 5 possible types and will
become automatically available to any other user carrying out a DPIA.

New Risk Assessment - X

(® Create new Risk

(O Reuse an existing Risk

Risk Name*

Risk Cause

() Create new Risk

(2) Reuse an existing Risk

e
.m commen *

Security Measures | = Wrong address... Personal data being posted to an incorrect address which results...

Data Subject Impact

w = Verbal Disclosure Verbally disclosing to or discussing personal data with someone not entitl...

. - = Unauthorized acc...  Any action which allows an unauthorized individual access to Company b...
Risk Description Y pany

= Freely accessible ...  Not locking away documents containing persenal data (at home or work)...

Figure 5 - Reuse existing risks

( Previous ) m (oK ) [ cance

Figure 6 - DPIA: wizard to create or reuse risks

2.6.2. Updated Record of Processing & DPIA Word Reports
Both the record of processing activities and the DPIA Word reports have been updated
to include some additional info about the processing activities.

2.6.3. GDPR Acronym Cleanup

With this release the product officially changes its hame from HOPEX GDPR to HOPEX
Privacy Management. In order to account for this new product name, the user interface
went through a thorough cleanup to remove the GDPR acronym.

The cleanup of the GDPR acronym from the application involved several items. Based
on the circumstances, the cleanup consisted in either deleting the acronym “"GDPR” or
replacing it with “Privacy”, “"Data Protection” or “Privacy Management”.

The renaming involved mainly:

e User profiles
e Meta-classes
e Meta-attributes

e Widgets
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User options “"GDPR” folder

2.6.4. User Profiles - New Names

The existing user profiles have been renamed according to the new product name,
thus the acronym GDPR was removed by all existing profiles. No functional
modifications were applied.

Consequently, the new profile names are:

Chief Privacy Officer

Data Protection Officer (DPO)
DPO Correspondent

Privacy Team

Activity Owner

Privacy Functional Administrator

2.6.5. Action Plans

HOPEX Privacy Management now includes Action Plans. A new section has been added
to the burger menu to centrally manage all action plans originated from the privacy
compliance initiative.

Three use cases are addressed:

1. Follow-up on Data Protection Impact Assessment results and implement

remediation actions to address the various regulatory gaps and implement
required security measures

. Manage a data breach, ensuring an efficient collaboration among all involved

stakeholders to address all regulatory requirements within the pre-defined
timeframe

. Manage a data subject request, enabling communication between affected

departments and ensuring a prompt response, within the regulatory timeframe.

Within an action plan it’s possible to specify:
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e RACI matrix, to highlight responsibilities of the various stakeholders
e Financial impact of the plan
e Success factors, to document KPIs and track the result of the plan

e Scope, to link existing processing activities and document which ones are
impacted by the plan

e Actions, to break down the plan in elementary items which can be assigned to
different stakeholders and can be monitored during their implementation thanks
to the existing pre-defined workflows

Predefined reports allow to monitor the action plan activities’ status and a summary
view of the plan progress.

), @ Scale step: 3 months

Jun 01 5ep 01 Dec

[*]

01. New software purchase

=

02. Budget approval

03. Needs formalization

]

=

04. Choose a provider

=

05. Project kick off

&3]

06. Development follow-up

07. Tests

=

=

08. Roll out in a pilot department

[+]

09. Results analysis

. Global roll-out

&3]
-
=]

Flanned Period Actual Period
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2.6.5.1.Workflows
Action Plans come with predefined workflows to follow the progress of the plan and
assign the various activities to responsible stakeholders who will be guided towards the
completion of their assigned task.

Top-down - Action Plan Workflow

\ Approver
H

2k Action plan Status Updating - To be reviewed
3 Action plan - Mail Reject action plan

a
ftto I s
g i
In Progress.
{7]action Plan Status Updating
4ction Plan - Mail complete action plan

pAction Han Status Updaling
{hAction Fjan - Mail Reopen Action Plan

Three pre-defined workflows are available:

e Top-down Action Plan Workflow - To help the management follow the
progress of an action plan

e Button-up Action Plan Workflow - To ensure involved stakeholders follow
pre-defined validation steps for the existing action plans

e Action Workflow - To help the management follow the progress of every single
action of a plan
2.6.6. Worldwide Regulations and Regulatory

Requirements
It is now possible to document regulatory requirements and track their impact on the
existing processing activities.

A new section has been added, allowing the user to document regulations and their
requirements.
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For every regulation it's possible to provide the following details:

e Application date and a detailed description

¢ RACI matrix, to highlight responsibilities of the different stakeholders. The
same can be done at the requirement level.

e Scope, to link existing processing activities impacted by the regulation. The
same can be done at the requirement level

¢ Requirements, to break down the regulation in elementary items and have a
better granularity over the impacts of the regulation

Every requirement can be organized in sub-requirements if necessary.

| @ 8B B B DO B O B D O

HOPEX Privacy Management now helps you monitor how regulations and requirements
impact your processing activities. A new section has been added to the processing
activity, listing regulations and requirements applying to it. This information is
particularly valuable when carrying out a Data Protection Impact Assessment, since it
highlights what are the practical impacts of existing worldwide regulations.
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2.6.7. Search Results

All objects created in HOPEX Privacy Management can now be searched through the full
text search. It's now much easier to access a given processing activity, a data breach
or a data subject’s request simply typing a keyword in the search bar.

disciplinary msa{

Privacy Management

& Home sures and T
“G Key Elements O Accidents and diseases management Finance Jon Smith @ Live
& organization O company car fleet management Technical Supp - @ Live
2 O Design of Organization Structure and Pay Structure-MA nformation Tec. Jon Smith @ Live
dt Data Subject Managem.. O isciplinary and Conciliatic R ) P

2.6.8. Other Minor Improvements and Modifications

2.6.8.1.Add Applications to a Processing Activity
The wizard to add an application to a processing activity was enhanced so that now
users have a simple dropdown field, through which they can quickly search for existing
applications to be linked to the processing activity, and eventually create a new
application using the dedicated option in the dropdown list.
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2.6.8.2.Learning Materials & Templates removed from burger

menu
In order to avoid having too many items in the burger menu (after the addition of
“Regulations” and “Action Plans”) the entry “Learning Materials & Templates” was
removed. To access it there’s still the ad hoc tile on the home page.

2.6.8.3.Creation wizards layout improvement
Following the latest CSS improvements, some of the wizards used in the application
could benefit from a rearrangement of their fields, avoiding displaying them in one
single column. Also, a review of mandatory fields was carried out, for example to avoid
the creation of objects without a name.

Departments

The wizard layout to create departments was improved. The same was done with the
property page where, additionally, a new tab was created, called “"Department Roles”
where all fields such as "Department Manager", "Deputy DPO" and "IT Support Correspondent” were

moved.
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Status: * @ Live v
Overview Users
Department Manager Deputy DPO
Camille Dubuc ~ —
IT Support Correspondent
Hugo Lagesse v

2.7..HOPEX IT Strategy

HOPEX IT Strategy is now deprecated and superseded by HOPEX IT Business
Management new offering.

2.8.. HOPEX IT Portfolio Management

2.8.1. UX Improvement
Portfolios inventory page has been redesigning to allow portfolio manager to add any
attribute of application or technology as column of the inventory page.

HOPEX =1 v LastSaved () D
@ IT PORTFOLIO MANAGEMENT = o o QR OE

e / My Application Portfolios <

B Inventory v

&® Add Application = == Align Object life

n. Slobs Spense SurEiimbeeiie H {ecmoloay Compiance e m

) wl Account @ Retired £0.00 1 Sort Ascending ars [l Prohibited €0.00 £0.00
O ol Billing = Production €383,500.00 1cj e ars M Accepted €173500.00 €0.00
Sort by default
O &l Billing v2.0 = Production €0.00 Reading access area identifier €0.00 £0.00
Columns .
0 &8 Ccatalog Management © Productien £0.00 Application Code €0.00 €0.00
Order the columns by default v T BT
O «l CRM Europe o Production £€2,735727.00 puting €2,735727.00 £0.00
i Unfreeze Version Number
O o CRMUS = Production €621,000.00 €621,000.00 €0.00
0 Freeze Required Memory-Size
O & cIPss © Retirement €0.00 €0.00 €0.00
E Group by this field +~/ Current State
O & Global Customer © Preparation €63,000.00 Display in groups  Global Expense €63,000.00 €0.00
O o8 Holidays/vacancies o Production £6,000.00 12 Gonfigure the columns by defaulr | Current Number of Users £6,000.00 £0.00
O &l HR Management © Retirement €0.00 0 €000 25t ¥ CostperUser €0.00 €0.00
+" Rank
O ol Investors manageme.. = Production €12,000.00 45 €26667 ¥r 3St €12,000.00 €0.00
" Technology Compliance
0 & 1T Management © Retirement €0.00 40 €0.00 +or 45t €0.00 €0.00
' Expenses
) MEGA Audit @ Retired €0.00 0 £€0.00 55t €0.00 £0.00
(™ | udi etire w " CAPEX
O ol MyCompany.com = Production €369,600.00 0 €000 r 45t ' OpEX €369,600.00 €0.00
O o MyCompanycomMo.. = Preparation €2,520,276.00 0 €000 fr 45t  Business Value €2,520,276.00 €1,200,276.00
O &l Salesforce © Retirement €29,400.00 0 €00 ¢r 45t ¥ Functional Support €21,000.00 £0.00 .
< 5 ¢  Technical Efficiency >
Page 1 of 1 D | show 50 < | elements Displaying 1 - 20 of 20

More. ..

Shift to new desktop (icons)
Separation of Version and Installation tabs in Software Technology Property Page

Personalization of messages for empty lists (except for property page lists)
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d Applications to validate (IT and Business Data) v
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You do not have any application of your portfolios to validate (for the business data or IT part)

2.8.2. Technical Functionality Tree
Supply of Technical Functionality Map and Technical Functionalities.

2.8.3. Completeness Dashboard
The repository completion dashboard has been renewed to individual widget made
with HOPEX studio

They indicate the completeness of the repository or the completeness of the asset
manage by the connected user regarding one of the aspects of the assets.

Completeness of Application Assessment : the gauge represents the percent of
all evaluated applications.

Completeness of Application Live Cycle : the gauge represents the percent of
applications with object life.

Completeness of Application Deployment : the gauge represents the percent of
applications with deployment.

Completeness of Application Cost : the gauge represents the percent of
applications with at least one cost line.

Completeness of Application Technology : the gauge represents the percent of
applications with at least one technology or one technology stack.
Completeness of Technology Live Cycle : the gauge represents the percent of
Technologies with object life.
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HOPEX - - LastSaved [
@ T PORTFOLIO MANAGEMENT = o a " ON(-)

= o =S
Completeness of Applications Assessment A EO ® | completeness of Applications Cost 2 EO ® || completeness of Applications Deployment AEO®
Thomas O Thomas () Thomas ()
Actions v Actions v Actions v
“This chapter has been gencrated on 111212018 09:57:54. The generalion lasted 155 “This chapter has been gencrated on /1212019 09:14:15. The generafion lasted 2 5.5 This chapter has been gencrated on 11/1212018 09:14:25. The generafion lasted 25,4
50 50 50
40 60 40 60 40 60
0 L] 30 k] 0 70
20 80 20 80 20 80
10 50 10 50 10 %0
0 2 100 o 2 100 0 & 100
Applications with Assessment ‘Applications with & cost structure Applications with Deployment
Completeness of Applications Life Cycle 3 taJ0) Completeness of Applications versus Technologies
Thomas O Thomas O Add a Wldget
Actions v Actions v
“This chapter has been generated on 11/121201 09:14:35. The generation lasted 3 5.4 This chapter has been generated on 11/1212019 09:14:47. The generation lasted 3 5. &% Tokeep an eye on the reports that intere ema

widgets to your dashl

40 60 a0 60
20 0 20 0
20 \ 80 20 80 I\/‘/J
10 % 10 %
[ 109 100 0 s 100
Applicstions with Life Cycle Applications with Technology

2.8.4. Business Capability Breakdown

The UX of the Business Capability Breakdown has changed, to be more readable and
adaptative to the space available for the report. It is now possible to visualize on the
same report 6 properties of the application.

2.8.5. Timed Business Capability Breakdown
The UX review of the Time Business Capability Breakdown has changed, to be more
readable and adaptative to the space available for the report.

2.8.6. Functionality Breakdown

The UX of the Functionality Breakdown has changed, to be more readable and
adaptative to the space available for the report. It is now possible to visualize on the
same report 6 properties of the application.

2.8.7. Application Graph
Graph of the ITPM Solution has been re-engineered to use HOPEX Studio Graph Set
definition. Impacted reports are :

e Exchange between application
e Application Environment graph
e Application System Environment graph
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2.8.8. Business Capability Treemap

HOPEX provide a report to visualize quantitative data of application over the capability
hierarchy.

HOPEX = LastSaved ()% C
@ T PORTFOLIO MANAGEMENT = Selectan object type v o - © €
ess Capability Treemap / Define B irection @ Y s A D B O E
A
Business capabilities: | Bank Capability Map ’n
Cost 3
Portfolio: Global Applications Portfolio ’
lication
L Refresh the report
Technology
Actions v

Other Reports

Number of displayed levels Display criterion | Number of applications

Bank Capability Map

Define Business Direction

Number of components 0

. . Number of applications 0.52
Cre.. Cre. Define Business Directio Broker Crowfunding Def.
Cost of applications. €566,023.94 Develop Strategic Planning Man._. Maximize Human Capital
Dev
Ope.
Cro. o
Market Products Dev. Man...
Dev..
- Optimize Facilities Support Investars
Set Pricing
Con.. cre
Operate Competiive Intelligence
sup.. Use
Offer Coporate Loans [z
Man.. onp. »
Sup... “ EaluaeRisk | Man
Ser.  Ser
Cre Sup. Del. Man.
Offer Credit/Debit Card
Exe.
Per.. Sup Sup.. Detect Fraud
Ere. of... an (=1 Service Transfers
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2.8.9. Functionality Treemap
HOPEX provide a report to visualize quantitative data of application over the
functionality hierarchy.

1. Business Capability Treemap

Number of displayed levels isplay

PBS-F-001 (FR) PBS-F-003 (FR) PBS-F-004 (FR) PBS-F-006 (FR) PBSF-007 (FR)
PBS-F-010 (FR) PBSF-012 (FR) PBS-F-016 (FR) PBS-F-017 (FR) PBSF-021 (FR) PBS-F-022 (FR) PBS-F-026 (FR) PBS-F-027 (FR) PBS-F-028 (FR) PBS-F-029 (FR)

PBS-F011 (FR)

PBSF-005 (FR)
PBS+023 (FR) PBS+-024 (FR) PBS-F-008 (FR) )
FBS-F-030 (FF) PBSF032 (FR) | PBSF.033 (FR)

PBS-F018 (FR) PBS-F-019(FR)

PBS-F-002 (FR)
PBS-013 (FR) PBSF-015 (FR)

PBSF-031 (FR) PBSF-034 (FR)
PBS-F-014 (FR)
PBS-F-020 (FR) PBS+-025 (FR)

2.8.10. Excel Import Template
An Excel import template is provided to facilitate the initialization of ITPM repository.

It includes :
e Basic Environment Inventory data (Org-unit, Sites, Business Processes)
e IT inventory data
o Applications, Software pieces, Servers
o Their capabilities: Business Capabilities, Functionalities
o Application Flows
e Portfolio and responsibility data

It is available for download on the HOPEX Store.

2.8.11. New reports based on chord diagram
e A report allows to analyze dependency between Business Capabilities by
analyzing flows between their fulfilling agents (applications). The report takes in
account decompositions of capabilities and their fulfilling agents.

e A report allows to analyze dependency between Agents by analyzing their
exchanged flows. The report takes in account decompositions of agents.

e The two reports allow to drill down a chord to explain it.
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2.8.12. Colors review
e Colors used in user interfaces and reports have been reviewed to be compliant
with new HOPEX color palette

2.8.13. Menus and desktop
e The HOPEX IT Business Management/IT Portfolio Management desktops are
updated with latest stylesheet

@ Home
@ pashboard
L. Strategy
Business Architecture
™ Data Glossary
& Asset Catalogs
! Deployed Assets

B portfolios

[ Transformation

® Aapplication Architecture
& References

¥ Reports

i Collaboration

¥ Administration

e Menus have been reorganized for rationalization

e Selection and positioning of default tiles have been reviewed for each ITPM
profiles
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IT Portfolio Management Home
Home 2 pashboard
« L Str%egv > & Hierarchy View
@ Home Business Architecture i4 Enterprise
2 Dashboard [ Data Glossary [.] Value Stream
L Strategy @ Asset Catalogs & Business Capabilities
Business Architecture
Business Arc@ecture > &3 Business Architecture Environments
[ Data Glossary
= Data Glossary B Business Functions
2 Asset Catalogs @ Asset catalogs # Business Partners
—
i} Deployed Assets
= i N
Portfolios M Data Glossa r@ » % Term Definitions
a — ) . i
Assessment & Asset Catalogs . Business Dictionaries
| Transformation . :
o i: Deployed Assets 1 Data Dictionaries
E Application Architecture
® Portfolios Glossary Report
[ References
@ Asset Catalpgs » = Hierarchy View
¥ Reports @
i’ Deployed Assets % Applications
i Collaboration ploy PP
;H = il i
i Administration = Pportfolios ®  Technologies
1_'.' Assessment W Technology Stacks
-- =
i1 Transformation ¥ IT Servers
Favorites |
= . . . il
Fie oy =2 Application Architectu... ® BDNA
i} Deployed AS@HS > = Hierarchy View
£ Portfolios & Deployed Servers
® Assessment e Software Installations
-
& Portfolios @ > @& Application Portfolios
® Assessment = Technology Portfolios
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History

2.8.14. Improvement of lifecycle handling

9 Assessmjﬂt > [E Session Follow up
I} Transformation ® Data Call Follow up
¥ Application Architectu... ® Questionnaire Follow up
m Environment Assessment Preparation
¥ Reports £) CAST Highlight
i3 Collaboration Compaign List
f-} Transfurmati@ » = Project Domains
¥ Application Architectu... = Project Portfolios
M Environment Y Ideation
|_?' Reports = Demands
{31 Collaboration S Projects
m Environment » §g Libraries
f_?’ Reports & Business Capabilities
{1 Collaboration & Functionalities
il Administration & Technical Functionalities
& Business Skills
[=] Organizational Processes
ﬂ Org-Units
Q Vendors
#h Sites

Data Categories

Governance Bodies

e Automatic calculation of lifecycle states duration has been reviewed. It is how
possible to define a fix or proportional duration for each state composing a

lifecycle.
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2.8.15. Change MetaAttribute calculation process
e Calculated MetaAttributes are mow stored and automatically recalculated each
time a member of the calculation changes.

2.8.16. Data Glossary
Data Glossary is a menu to access to Data Asset Description in ITPM / ITBM. New
features are added and some existing are improved.

2.8.16.1. Data Asset Manager profile
Data Architect can use Data Asset Manager profile to define Data in the ITPM/ITBM
Desktop.

2.8.16.2. “Browse Term Definition”

he Business User can use “"Browse Term Definitions” tool to locate definitions, and to
create a new one. Definitions can be described by Term synonymes, illustrated
by pictures, and attached some reports or documents.
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2.8.16.3. Business Dictionary

Definitions of Terms are “concepts”. All this Business information can be organized by
Business Dictionaries. The Business Dictionaries Inventory are available in list view
or mode or hierarchy view.

HNPEX
IT Portfolio Management
<« Hierarchy View
# Home WL My Business Dictionaries W
# Dashboard @® New T
%) To-Do List El
® Environment N Bank
IT Portfolio Management & BA_Enterprise Vs A BA_Enterp

] a Q& Car Business Dictionary
¥ Reports 8 CarRental Vocabular ® Car Rental
&, Collaboration & Ccommon A Oakland Cit

L1

L &

[ etamoce @ ne
# Favorites
€ History o el D B

One or more Business Dictionaries can be used to generate the target Business
Glossary in standard or table reports.
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Glossary Report in Table Format

Glossary Report

Glossary Resort

Business Dictionary List

Definition Synonyms | Hypamyms  Hyponyms
wan “he nests 3 6arto gt o work”
[
Foou 680 o500 bt napac) forsaning raey o s Grae okt
Saucab
Fowoor
Sor 5 convayancefor pesseers o Hight on  cable rbur, Toe ock  cablece 1 he ki fthe ourlsn”
(Syncnyms) Auto, Automobile, Machine, MotorEsr
| (Defined Architecture Products) = Auto
|
|
|
| Feen
| Gamsacar
samt
& oona

2.8.16.4. Data Domain Map

From now, it is possible to define Data Domain Map and describe its Data Domains
and their Data. This map is available at the conceptual Level.

On each Data Domain (Business Information Area) it is possible to define which
information are used and if this Domain is the functional Owner of this Data.

A new tool is provided to define easy Data Domain map and its Domains by Drag and
Drop Domains from right List or Right Tree to the left Data Domain Map tree.

Business Dictionary Hierarchy Business Dictionaries Business Information Map Business Information Area Concept

Select one or more business information domains from the list or tree on the right to add them by Drag and Drop to the tree on the left as a component of the map or as @ component of & domain

Select a Business Information Map to display and to define its components.
To add a concept to a business information Area, select the concept in the right tree and drag it to the Business Information folder of Area in the left tree.

@new @ H D v B @ A ¢ List Tree
I I
o I -
O B Activities & vacation Bookin
Predictive and Preventative Maint... . 9
Retail Corp Information Map () B Aircraft Maintenance N MEGA Airport

Smart Airport Business Infor...

<« < Page 1 of 1

# cargo

@ Flight Oopsm

Smart Airport Business Infermationm

A

Displaying 1 - 4 of 4

(
[ ]

)
]

(
]

)
[]

[]

Airport Facilities Maintenance

Artistic Work

Booking a travel package

Booking Definition and Event

Booking State

8, MEGA Airport

8, Publishing Secteur Vo...
N Vvacation Booking

W Vacation Booking

8 Vvacation Booking

() B Business Information Area-1 & Bank
® Ground Ops -
(J B8 Business Information Area-2
@ Maintenancem _
O B Business Process Integration 8. MEGA Airport
B Marketing & Customer Care
() B calendar & common
B Network and Fleet Planning
) B calendar period 8L Upper ontology

@ product
« < Page 1 of 5 > » & | show 13 T elements Displaying 1 - 13 of 54

The right hierarchy view enables to navigates on Data Domains Area and concepts
from Business dictionaries and drag and drop them the Data Map or Data Domain in
the left tree.
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Business Dictionary Hierarchy Business Dictionaries Business Information Map Business Information Area Concept

Select a Business Information Map to display and to define its compenents.
Select one or more business information domains from the list or tree on the right to add them by Drag and Drop to the tree on the left as @ component of the map or as a component of a domain.
To add a concept to a business information Area, select the concept in the right tree and drag it to the Business Information folder of Area in the left tree.

. Y List Tree

@New @ » £ v

Media Library Business Informati...
B & Concept

Predictive and Preventative Maint...
Address

Retail Corp Information Map ~ ~ )
Aircraft Diagnostic Data View

Smart Airport Business Infor...

P Aircraft
« < Page 1 of 1 > » & | show 50 £ elements Displaying 1 - 4 of 4 Airline
Asset
-] Smart Airport Business Informationa

City

B @ cargo
Contact

B & Business Information
Airline Contract
Alrcraft

Department

i Flight Opsm
Departure Airport

B Ground Ops
Destination Airport

@ Maintenance®
Employee ID

# Marketing & Customer Care
Employeem

2.8.16.5. Data Usage

a) Used Data in application

An Application Owner, or an Application Portfolio Manager can connect Data on their
applications.

In the Data group from an application they can specify the set of Data that are used
by the Application. All these data can be already defined by Data Asset Manager in
the data inventory.

« ofl My Applications D New ¥ Rent Car Management Application x

# Home m o Characteristics
% Bashboard ™ | . Appiieat Responsibilities
7] Te-De List Technaloges
® Envirenment Exchanged Flows
IT Portfolio Management
(%) Mew

# software Installations

X
(/] -] ] CRUD  Goiden Data

® Technologies =

B Inventory " Dire = ] G & = R

1 Evaluation L 2 ] [v] (] = A -
2 (] = ] +] B

B Dats Assets

B Reports

Q

i Collaboration
Golden Source

Golden Copy

Favorites

Data Subjects’ Rights & Notice Management
Histary Page . o
Rizks
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The used Data list reminds on each item, its data categories, column in read only
mode.

The application can be declared as Golden Source (or single version of truth) of its
data. This means the reference to which data users can turn when they want to ensure
that they have the correct version of a piece of information.

The application can be considered as Golden Copy of its Data. The 'golden copy' is the
official, master version of a record. There can only be one golden copy of each record.
A golden copy exists from the point of creation of a record not just once the record is
no longer used. It is important to remember that the golden copy of a record exists for
all stages of its development.

b) Used Data in exchanged Flows

Data are exchanged between applications through sent and received flows and their
contents.

T Dashboard ) v Sarvics Lovel Agresment
3 To-Do List Funetrsnal seaps

2 Epvircamant Rarnpordristies

IT Partfalio Mansgement

Oons

Dot Subjects’ Fighits & Nistice Marsgemest

[

Application Owner will be able to use defined Data from Data Dictionaries
Business Dictionaries and describe the details of "Content” in flow between
applications.
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Local name
Customer
Owmer
v
Description
[# | |Default font B I U T 1T I~ HW~v | B = 5| % | =
@ New T} Reorganize B & & T

[ p— [P—

Business Information Used

c) Data Quality

To follow-up the Data Quality, it is possible to evaluation each data on data quality
dimensions: Completeness, Uniqueness, Timeliness, Accuracy, Consistency and
Validity

Create new evaluation - Direct answers

Completeness: Are all data sets and data items recorded?

Uniqueness: Is there a single view of the data set?

Timeliness: Is the information available at the nght time?

Accuracy: Are the date reliable and accurate?

Consistency: Can we match the data set across data stores?

Validity Does the data match the rules?

Description

Remediation Plan
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2.8.16.6. Application Impact

The application Impact report is available from an application and focuses on its Data
used. From the context of this application, it summarizes information on used data
regarding their CRUD, their Data Owner, their categories, their quality and their source
of truth or Golden Source.

In the case of the application retirement for example, this report will help to manage
the impact of the applications on their data that are using.

The report is presented as a dashboard with six tiles that resumes information. To see
the detail, the user can click on each tile.

a) Data

Display the number and the details of Data that are defined in the store of the
application, their CRUD, categories, and owners.

''''''

IT Portfolic Management 1. Detais of ihe Appication Data
Data used by the apalicabion
Data Data Category Data Store CRUD Data Crwmer

Bea o I Geiten Cea 1 et o Wramagemact apsicasan e A -

B i e i -

ER

& Software Installations
Y P

& Technologies

e
B Inventor -

- ¥ B avraece « 9 Goier Coa L
B Data Assets

® Reports

%, Collaboration

3 oM
B AR B A B B B B B B B M B LB LN
:

b) Exchanged Data

Display the number and the details of Data that are exchanged in the application
flows, their categories, owners and Application Sender and Receiver of flows.
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ﬂ Reporting - Application Impact v

Exchanged Data Golden Sources Golden Data Sensitive Data Data Quality

1 & 3 @

Q

1. Details of Exchanged Data

Data contained in the flows exchanged by the application

Content Data Data Category Data Owner Receiver Sender

5 Customer . NOURY Samir = ‘ CDE Application . ‘LFDCO mabile
T Content-1

E Order - . Golden Data . ‘ CDE Application . ‘FF‘POO maobilz

c) Golden Source
Display all Data for which the application is Golden Source.

“ G v m 1 Rent Car Management Application x
@ Home ml @ | Reporting - Application Impact
® Dashboard
bata Exchanged Data Golden Dt Sensitave Dot Dat Cualty
8 To-Do List a eling E 5 o i w4 a C/L
® Envircnment ol Remote Handiing L v
~
o]
IT Portfolio Management i d 1. Details of Golden Sources
@ meshoation Syste Data Stores of Application that are Golden Sources and their Data
Data Siore Data CRUD  Descripticn Data Category Data Ownier
o Sofwware Installations s B S - 8 i e o
o = [ )
® Technologies =
[~ LR Te e — .
Ay ‘ - B cstome =
B Inventory = [—— a0
Evaluation
ol Fetai syste
B Data Assers
i -

d) Golden Data

Display all Data that are specified Golden and Data reference their owners and if these
data are define in the application store or used in application flows.

“ ol Al applications v & O v @ 1 Rient Car Management Application =
# Home ml o | Repueting - Application Impact
® Dashboard o = g
Exchanged Data Goiden Dotz Sensae Uots Gata Qualsy
i a fe 5 . 2% =~
@ To-Do List = & w4 a (_\;4_
| -
® Environment o et ancling Rexe
| | o
| O IT Portfolic Management |- o 1. Golden Data detalls report
t. o fegicatio - Applicabon data classitied as ‘Golden Data®
i Golden Dats  Description  Application Dats  Exchange Dats  Data Gwner Functional Owner
" 2 ar x ® o Mg,
@ Software Installations Ha Ameran
a - E contant ® -« B NoURY Sasr
& Technologies = x X o T
|
o s Hasne x x - Bs
B Inventory
|
) o v & Ordering - ENT
Evaluation
o "
B Data Assets
|
™

L SN
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e) Sensitive Data

Display all Data that are specified Sensitive, their owners and if these data are define
in the application store or used in application flows.

Rent Car Management Application

’
| ® Dashboard o e !
| Dstn Exchanged bata Goben Sources Goidenlsta | Semsitive Dot Datn Guality
| @ i a = = - = | ~
Y To-Do List = - b s w 4 QA &4
® Environment & 7= '
-~
= <
IT Portfolio Management @ d 1. Dietalls of Sensitive Data
a == Applicabion data classitied as 'Sensitive’
Sensitive Data Description Application Data Exchange Data Data Qwner Functional Owrer
o Fe =[. X * o Mg,
¥ Software Installations Heuss —
i d =
& Technologies
= ol ==
= Inventory
. o Fe
Evaluation
a =

f) Data Quality
Display the assessment of Data Quality dimensions of Data used by the

application. The radar char visualizes the average values of the last assessment of all
data that are used by the application.

F T
® D o oo
ot ExchangedDets  Gokden Sowces Gokden Dat Sensitre Date Deta Cusity
To-be List o = e s = 2= w4 a8 L&/
Environme o e
IT Partfalio Manag ol = 1 Detads of Cata Quakty
a = #verage measure of Data Guality of Data wsed in Application and exchangs Data with other ting 2 the Onay the of
aach Dista s Laken o sczcunt in this svarsge computatior.
a e Comgpistensas Uniqueness Timaliness Accuracy Conistency alidity
ree) vesum vedum am
a =
a
Eval o =
B Dutn Assers Ll
. ——
¥ Repn d
Collan a ae
o e
a5
& Consstency  Vabdny Data Owner Data Casegory
C o - 8
a =
=
o s
A iern
ol s
ey
2 .

2.8.16.7. Data flows graph Report

From a conceptual data, it is possible to display where the corresponding data
is stored, and which flows exchanged between applications are using it.
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2.8.16.8. Data Domains Map reports

a) Tree map Report

A new report Data Domain Tree map is available in the “Reporting” properties page of
Business Information Map object.

Filters can be used to display the report according the number of components,

number of Golden or Sensitive Data and number of owned Functionally data in Data
Domains

1. Data Domain Tree Map

Q

This report shows the hierarchy of the data domain map. Filters can be used to display the number of components in each domain, the number of reference data and the
number of data declared as sensitive.
Number of displayed levels 2 ¥

Display criterion |Number of components ¥

Number of components . .
siness Information

Number Functional Owner

Number Golden Data

Flight Ops Marketing & Customer Care
Number Sensitive Data 5 0 50

Maintenance

Sales Channel Management | [ReServation Ticket| .
20 % IT Services
. e - 20 %
Airport Facilities Maintenance| 14 O
33 % N
Catering Procurement
18%
Revenue Manage...
5 %

Aircraft Maintenance Direct Sales Channel
33 %

Human Resources
14 %

Procurement

Ground Ops 14 o

Ground Ops Vehicle Maintenance Sales Agent Channel 5 %

Finance
33 % 20 %

14 %
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b) Data Map Breakdown report

A new breakdown report is provided for Data Domain Map description with criteria
that can be used to display Data with Categories sensitive and Golden or the

Functional Domain Owner.

Q

This breakdown report displays the hierarchy ot a Data Map and its Data Domains.
Legend
Criteria
[\ Golden Data AN
[] sensitive Data OE
O Functional Ownership @ @ @

Number of displayed levels |All ¥ Unfold all items

Smart Airport Business Information

El Ground Ops

IZ{' Carge Eil Flight Ops

1 item(s)

@ Flight ADOO

) %] Marketing & Customer Care
E{l Maintenance

Igil Aircraft Maintenance Ig{l Airport Facilities Maintenance E{l Ground Ops Vehicle Maintenance

2 item(s)
@ Ajrcraft ADOQ
0 Asset ADN®
Eil Network and Flest Planning Eil Product E Revenue Management & Pricing
E{l Sales
E{l Direct Sales Channel E{l Inventory Management E] Reservation Ticket E{l Sales Agent Channel E{l Sales Channel Management

______________________________________________________________________________________________________________________________________________________

2.8.16.9. Data Category Dendrogram report
A new Dendrogram report is provided to display where some categorized data are used
and consumed. The input parameter of the report can one or more Data Categories.
The objective of this report is to help users to locate quickly where data of these
categories are used for example in the applications inventory.
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a Select Data Categories to display its data.

Health Sensitive

Refrash the report

Sensitive i Appolo Health &3 D Medication
Categories Healthcare (External) 48 D Physician

Health i
|:| Medical History

Appolo Health
e e ] Medication

2.8.16.10. Data Category of Portfolio Dendrogram report
A new Dendrogram report is provided to display where some categorized data are used
and consumed by Application of an Application Portfolio.

The input parameter of the report is an Applications portfolio. Only Data that are
categorized are displayed in the report. They are grouped per data category and
applications that use this Data.

= Portfolios / All Application Portfolios / Portfolio-2 o avie- ~ O B & =
e =
2 My Application Portfolios v H Health Application Portfolio x
»
l B | Reporting - Data Category of Portfalio Dendrogram v
F ~
an B Heaith Application Portfolio ~
1. Portfolio Data Category Dendrogram
?
&
t Sensitive i Appolo Health 43 [ Medication
Health Application Portiolio 2 Golden Data i Appolo Health 43 5 Medical History
Healthcare (External) 4 & Physician
- Health i
Medical History
Appolo Health g8
PP b & Medication
)

2.8.16.11. Data Quality Assessment report
A new report is provided to display progression of data quality assessment of Data. It
is available directly from Direct Data Quality Assessment tool:
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Vehicule x

Assessment v

= Evaluate T
T e e e B e R
O W Asses.. | N.. 4/6/2020 W very Low Low Medium Low Low W very Low
% Asses... 5/31/2020 Medium High Low High High W very High
" Asses.. | N... 5/29/2020 Low Medium Medium Medium Low High
&« ¢ Page 1 of 1 b » o Show 50 C  elements Displaying 1 - 3 of 3

Data Quality Progression

Refresh the report

Fy
g
S3 X
o Consistency
=
g @ Unigueness
T2 -
B Validit
E [ ] Y
@ Accuracy
14 @ Timeliness
@ Completeness
0 T

Page: 105/ 200



()MEGA

2.9.. HOPEX Information Architecture

To address Data Governance dimension, the HOPEX Information Architecture
Product, provides solution to data architects and Business Operational to improve Data
Design, Data Quality and Data usage.

2.9.1. Desktop Improvement

Several new features are implemented for this version. Therefore, a new desktop has
been set up for this purpose. The focus is on the most important features that contribute
to the Data Governance processes. The desktop and tiles are also updated according to
the new style sheet.

= < O e o O B OB

2.9.2. Business Roles

New roles are provided to define a person responsibility on Data Asset
(Conceptual, Logical or Physical). Here the following list of roles:

Business Roles | Definitions
Data Designer The Data Designer is responsible for defining, describing and
classifying information system data. It enriches and maintains
the dictionary and reference data models. It accompanies the
definition of the business needs concerning the description and
the use of the data.

Data Owner A Data Owner is the authority to decide on the access to, and
usage of, the data. The data owner could be the original
producer of the data, one of its consumers, or a third party.
Data Steward The Data Steward is the lead manager in a data governance
project. He plays a key role in its realization. He has the
knowledge of the data and their metadata. He appropriates them
and works with the business teams to define the objectives of the
data governance project.

Data Scientist The Data Scientist is responsible for bringing together the data
designer (business and logical data) and the managers of the
processes who use this data.
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Data Quality The Data Quality Manager is responsible for the "quality" of the
Manager data. It must ensure the relevance and usefulness of a given data
for all data of the company. It must therefore set up procedures
for controlling incoming data but also carry out a check of all the
data of the organization upon arrival.

Data Chief Officer [The Chief Data Officer (CDO) is a Data Manager, who is in
charge of the entire Data Strategy of the company. It is he who
will optimize the collection of data, their storage, the reliability
and quality of the latter and optimize their valuation.

Database Database administrators (DBAs) use specialized software to
Administrator store and organize data. The role may include capacity planning,
installation, configuration, database design, migration,
performance monitoring, security, troubleshooting, as well as
backup and data recovery.

Data Engineer The Data Engineer defines, develops, implements and maintains
the appropriate tools and infrastructures for data analysis by
Data Scientist teams. He is careful to create a solution allowing
the processing of large volumes of data while guaranteeing their
security.

The Data scientist and Data Designer Roles were already provided in the previous
version.

All Data Roles are used to share information of Data Creation, Design, Update, and their
validation. This Design progression can be conduct by using a Workflow

Data Scientist profile is renamed to Data Contributor.

2.9.3. Business Glossary

It gives access to the definition and sharing of business information, their definitions,
and their relationship

2.9.3.1.Browse Term Definition
The “"Browse term definition” is a new tool to enable Users to define quickly and
easily definitions of a Term and to connect picture to definition to show how it looks.
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a Select a term to display its description.

Term: Vehicule v o New
Term Language: EH English v Owner Business Dictionary: Rent Car Business Dictionary
Definition

® New ® & & B B A Y Picture Fulfillments Values Domain

Aston Martin
Maserati Alfieri

Audi e-tron Sportback concept

<« < | Page 1 of 1 > » | & | show 5 C  elements Displaying 1 - 1 of 1 P Page 1 of 1 > » 2 | show 50 {

Documents ~
Business Documents Reports
@ New h
e
O & vehicule description 5/27/2020 5:40:25 PM

e Button to upload and removed picture are available directly from toolbar of
definition list view.

e A new list of value domain is available. It allows to add individual objects as
sample for each selected definition (concept, ...). This helps to illustrate Term
definition by generating samples in the Business Glossary.

2.9.3.2.Data Map Domain
The look of Business Information Map, Data Map and Physical Data Map has been
updated.
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@ Health Domain Map
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In Business Information Map Diagram, the external area component is hidden by default
in the diagram toolbar. This is made to simplify the usage of internal information Area

component in the map.

2.9.4.

Data Architecture

Data Architecture provides access to design and data modeling at the logical and
physical level. It introduces the definition and sharing of information, their definitions,

and their relationship.
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« Logical Data Assets

# Home
® Dachboard i TWIA " DaTA DATATYPE " paTATYPE
@ DICTIONARIES | DICTIONARIES PACKAGE PACKAGES
. ) HIGRARCHY ' ¥ HIERARCHY ;
2] Te-Do List
® Enpvironment ) i
B Business Glossary
‘s Data Architecture
=
Phyeical Data Ascets : _. mmmm = mﬁsﬂ_mﬂ i i ::’PEESCA'HONDATA DATAVIEWS
= Data Categories
Toole
(' Data Usage

Policies and Rules

* Operational Assurance

' DATABASE ;
@ HIERARCHY o)) DATADASES

¥ Reporis

2.9.4.1.Data Categories

Data categories are provided to classify Data Asset (Concept, Class, Table...). This is a
connection between HOPEX Privacy Management and HOPOX Information Architecture
productions.

The user can describe Data categories and subcategories.

HOPEX

Information Architeclure

&
W Home ) New ® =2 @ 1 row(s) selected out of 7 YT ] Information Entity

2 Dashboard e ’ m Business Information Physical Data

% To-Do List Biometric @new & ct ¥

2 Environment r E

B Business Glossary

' Data Architecture Financid . B contact Donec id lacus rutrum en B3 comr
@ Logical Data Assets B Prone 1]

Physical Data Assets

Tools

Data Usage

Policies and Rules

+ Operational Assurance

¥ Reporte

# Favorites
% History Bage

Golden Data is a new Data Category provided in the standard solution Pack to classify
reference Data.

[+]
18]
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2.9.4.2.Data Asset Workflow

HOPEX Information Architecture includes the HOPEX workflow engine, allowing users to
define their own workflows, follow predefined Design and validation steps and
automatically notify the different stakeholders.

A standard workflow has been developed to manage the progression of
a Design activity of a Data Asset from its creation to the completion of its validation.
The workflow definition is provided by default for Data Lineage, Information Area,
Information Map and for all their layer Business, logical and Physical. The workflow can
be extended for other kind of Information Asset.

By default, the instantiation of this workflow is optional and not automatic. The user
can select and decide on which object he wishes to create a workflow instance.

Generic Workflow Definition for Information Asset Design

_.&Ereata of Infomation Asset

e &Inlormation Agset Dwner & Contributor

To Design Walidated
O » In Design In Analyze In Update
Start Design L,—A Request Aralyze ) s e  Vaidate
7¥5end Notification for Design ' _ ‘JBend E-Mail for Analyze {ISend Nofification for Upcate _ ' "Send E-Mai for aldate
{_Send Natificstion for Analyze 4_Bend Motification for Yalidation
e o Alllnformation Asset R bl
nirmation Asset Respansabiity
4, Send E-Mad for Analyze ief Offi
< Send Notification for Anahyze Except Data Chief Officer
-

Review Design
4 Bend Notification for Design

£ 2 e ———— 8 4 8 R 8N RS R SR S BRSNS R AR SR SA SN AN AN RS AR A RSR NSRS

Information Asset Ownes Creator of Information Asset

The instantiation of the workflow can be done by the assigned Data Designer or Data
Owner of the object. In addition, all others assigned persons as Data scientist, Data
Steward, Data quality Manager and Data Chef Officer can use “Data Contributor” profile
to connect to HOPEX Information and trigger the validations steps.

For each triggered transition, a notification or email is sent to assigned person on the
workflow subject.

2.9.4.3.Data Usage

a) Data Usage in the context of System

The Data Usage description has been extended to Scenario of Logical Application
System Flows, Scenario of Application System Flows, Scenario of Application Flows,
Scenario of IT Service Flows and Scenario of Micro Service Flows.
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The IA Functional Administrator can all these software scenarios and the Data Architect
will be able to define where some Data Area are referenced.

F HOPEX
Information Architecture
o Data Used by Systems
L
LOGICAL
* s P 4
W Deshboard t-,‘;: APPLICATION "3 :ppuc‘go" ‘ APPLICATIONS * T SERVICES
= o _ YSTEN y

% To-Do List

® Environment

Busziness Gloszary

‘s Data Architecture

() Data Usage

2 SCENARIOSOF : SCENARIOS OF
*’ MICRO-SERVICES T COMTENTS * b LOGICAL @ APPLICATION
5 _ APPLICATION SYSTEM FLOWS
™ Data Used by Processus g =
Policies and Rules

% Operational Assurance

¥ Reports

£ Campalgn Management e ; s e

@ APPLICATION @ oorlk @ MICRO-SERVICE

¥ Administration FLOWS X SERVICEFLOWS S o owe

i, Collaboration

% Favorites

L History

b) HOPEX BPA Integration

The IA Functional Administrator can also define an inventory of Value Streams,
Organizational Processes or System Processes within HOPEX Information Architecture.
The Data Architect can describe which processes Data store are using and
referencing Information Area.
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« Data Used by Processus

@
2 Dashboard : D\ ORGANIZATIONAL SvsTEM
oy | VALUESTREAMS D) ceocesses PROCESSES iy o=

[®l To-Do List
® Environment
B Business Glossary
‘s Data Architecture
_| Data Usage
Data Used by Systems
]
Policies and Rules
# Operational Assurance
¥ Reports
& Campaign Management
B Adminietration

i Collaboration

W Favorites

© History

HOPEX

information Architecture

r El 7 - - Data Store v
? Dashboard | m @ New o connect & * Excluded B @ B B ¢ T
% To-Do List M Accounts payable l hort ) . Building Block in Rale | Class
® Environment M dvanced Cancel Package (O 2 B t ! (]
Business Glossary m -
> Data Architecture "n
() Data Usage n ot
Data Used by Systems M sk Customsr Payments

] m o

Policiez and Rules M Soeako
# Operational Azsurance M Cancel P

| ¥ Reports n i

The concept, concept view in Business Information Area can be used in the Value
Stream Data Store description.

The Organizational process describes stores by using a Business Information Area
or Data Area of Class, Data view.

The System process describe Stores by using the logical Data Area or physical Data
Area.
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2.9.5. Policies and Rules

Policies and rules allow the company to establish, report and communicate basic
requirements for overall structure, format, identity, ownership, use and access for all

company information.
They help with standards compliance, risk reduction, and are delivered and
implemented through the establishment of business rules and applications.

Basel Committee on Banking Supervision (BCBS239)

=] EL3
.

eo -8
| 4 ™ ¢
o] ow “
) °

Solvency II

IH PEX

nformation Architecture

Regulatory Framework

»
&
2z
Gl
e
(]
H
111}
= - -
C
= H 5

-]
® D% Artcle178 able L3 eReT Any Member State not subject to the application of Regulation (EC) Mo §93/20.

-] 5
[ 4

aw rhe lon Isory inst
B Wher ran T T
Wher 2 i |

"

=

B Article 130. General good eRed Neither the Member State in which a risk is situated nor the Member State of t

Data Asset can be connected to constraining Polices of multiple regulatory
and Directive.
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Information Architecture

@ @ New ® 2 t i w(s) selected oul of 502 ¥ Constraining Policies w

—— o

| To-Do List s T s Gnen B @ B B T
® Environment £ ssaciation Control Service Slemant l I
B :Busineas.Glassary Atlvies An activity 15 proposed by the Holel or by the travel ag =

Browse Term Definitions

Glossary Report

Toole

= Data Architecture

Data Usage

2.9.5.1.Business Rules

A business rule defines or constrains some aspect of business and always resolves to
either true or false. It specifically involves terms, facts and rules. Business rules are
intended to assert business structure or to control or influence the behavior of the
business. Business rules describe the operations, definitions and constraints that apply
to an organization. Business rules can apply to people, processes, corporate behavior
and computing systems in an organization, and are put in place to help the organization
achieve its goals.

Information Architecture provides Business Rule and for more details the operational
and System Rules. The Data Architect can connect them to policies for which they
are defined, and on which processes they are implemented.

‘

# Home

* Dashboard % BUSINESS RULES OPERATIONAL Es SYSTE =
RLILES

%l To-Do List

® Environment

B Business Glossary

"2 Data Architecture
Data Usage
Policies

It Businese Policies

# Operational Azsurance

¥ Reports

£} Campaign Management

W Favorites
W History
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<« & My Business Rules Eat Best Pricing Rule x
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2.9.5.2.Business Policies
On each Rule object, the user can connect the list of concerning Policies.

HOPEX

Information Architecture

# My Business Rules ol Best Pricing Hule x

@ ® B @ T B | Busimess Policies v

s B Authisistion for Purchss Grda @ New Pcronnec E OB X
. & B Maintain best service qualty for rented cars

i
o & A e
- &
C & c

5 o

&

2.9.6. Operational Assurance

Operational Assurance is a set of functionalities allowing to follow the quality of the
data, their levels of conformity with respect to the directives and regulations to be
respected.
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¢ Home
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2.9.6.1.Data Assurance Domain

Data architect defines one or more Data Assurance Domains where he refers to the
targeted regulation (s) and indicates the concerned organizations. He can use the Data
Domain wizard to specifically the articles sections to be focused by Drag and Drop

All articles and policies can connect to constrained Data in order to better follow their
qualities and their performances.
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Referenced Regulatory
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A Administration

L Collaboration

A report can be generated from Data Assurance Domain, see Report chapter for more
detail.

2.9.6.2.Data Quality & Data Assessment

A new Data Quality Assessment Template are provided to evaluation Data Asset on
different Quality Dimension: Completeness, Uniqueness, Timeliness, Consistency,
Validation and Accuracy.

This Assessment of the Data Quality can be memorized in HOPEX Repository and some
action plan can be defined for remediation to improve this Data Quality. It can be done
directly on each Data Asset by the Assessment Expert that can be Data Steward, Data
Scientist, Data Quality Manager for example.

Also, it is possible to start an Assessment Campaign with multiple Sessions with
questionnaire to evaluate Data Asset on the same Data Quality Dimensions.
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2.9.6.3.Assessment Template

Here the list of Assessment Template provided for Data Quality evaluation on
Information Asset (Business, logical and Physical).

« The kst of exigt + Tarnplan r . : er i = g s -
| g §
i m
7
| @ Dashboard or "
| @ Te-De List %
|
® Environment oW
| B Business Glossary B Data Cuslty Direct :
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_' Data Usage
|
| Policies and Rules D%  Risk Assessment per B
& Operational Assurance
| B Reports B ctanda
Campaign Management I % I
& :
& Campaign List
() Questionnaires Follow-up

M administration

W Favori tes

Histary

2.9.6.4.Data Lineage definition and Initialization
Data lineageincludes the data origin, what happens to it and where it moves over time.
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‘

# Home
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- ) | INVENTORY : INVENTORY
[®] To-Do List

@ Environment
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s Data Architecture
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¥ Reporis
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# Administration
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Favorites

i} History

It can be defined for multiple objects at Business, logical or physical level. Data lineage
subject can Concept, concept view, Class, Data view, table, physical view but also
Attribute or column.

Logical Data Lineages Physical Daia Lineages

All Business Data lineages

® New
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2.9.7.

a) Data Lineage Objects

Software Systems: can be Applications System, Application, IT Service or
Micro Service. But also, some technologies for an External system. The
System designates where data processing is done.

Different step of Data lineage can be defined: the origin, the processing, the
control measurement, and the subject.

Different flows between Steps are possible: standard flows and Data Flow. The
Data flow is defined when some new Data appear.

Organizations or position Type can be added to define where Systems
(applications...) are used and by who.

b) Data Lineage Initialization

Data Lineage graph report is provided on all Data Asset to visualize where this data is
used in content definition in the content of Scenario of systems.

ElE= P N P
B Lo
o o

o o d

Dashboard
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HOPEX Information Architecture provides a predefined dashboard that the user can
customize, adding ready to use reports or building his own ones.

Data Owner Dashboard

NOURY Sams_ Seoury@rmaga com

BCBS 239 Dashboard D Term Dashboard

2.9.8. Reports

Multiples new Reports are defined and available from specific sub menus.
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o Collaboration

2.9.8.1.Glossary Report

A new report for Business Glossary is provided. Itis based on Data set with Table
format and available quickly from a menu Glossary Report.

It is possible to select one or multiple Business Dictionaries and to display all their term
defined in the current language.

This report can be exported as Excel, RTF document.
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The previous glossary report is still available.

2.9.8.2.Chord Report

This report displays the Business Information Area dependencies in Business
information Map.

«Q

© 1. Data Domain Dependencies

b View Al flows A

All flows.

ains

e po™ = : Only flows on current level
o - .
W B

o . N Only aggregated flows

2.9.8.3.Data Domain Tree map
This report displays Data Domain map hierarchy based on Business Information map
object. Filters are provided to display the map according the number of Functional
Owner, and categories of Data as Sensitive Data or Golden Data.
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2.9.8.4.Data Map breakdown

This breakdown report displays the hierarchy of its Data Domains. Criteria are

available to present Data according the Functional Ownership, sensitive and Golden
Categories.

A\ Golden Data A A
[ sensitive Data mE
Number of displayed levels |All v| & unfold all items (O Functional awnership = @ @

Health Domain Map

& Management

3 item(s)

@ Appointment

@ Diagnostics

@ Measurement ATOO

| Environmental Health [ Infrastructure Developement " Integrated Health " Logistic

] curative

2 item(s)
@ Medication

@ Treatement

= %] Hospital Service Monitoring 7| Standard Service
<! Emergency :

%] Epidemiclogy & Mursing
| Epidemic Z

1 item(s)
[ Epidemiology Service "% Mental Health

@ Appointment ADQ

% Nursing Capacity Building

Page: 125/ 200



()MEGA

2.9.8.1.Data Usage Report

All Data Usage Reports are updated to take account Data usage in scenario of software

and Processes.

HOPEX
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Policies and Rules
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For example, below the concept “"Booking Number” is used in the “Booking a travel

package”
Organizational Process.
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2.9.8.1.Data Category Dendrogram report
A new Dendrogram report is provided to display where some categorized data are used
and consumed. The input parameter of the report can one or more Data Categories.
The objective of this report is to help users to locate quickly where data of these
categories are used for example in the applications inventory.

a Select Data Categories to display its data.

Health Sensitive

Refrash the report

Sensitive f§ Appolo Health ‘ |:| Medication
Categories 3 Healthcare (External) ‘ D Physician

Health g
D Medical History

Appolo Health
e e 5] Medication

2.9.8.2.Data Category of Portfolio Dendrogram report
A new Dendrogram report is provided to display where some categorized data are used
and consumed by Application of an Application Portfolio.

The input parameter of the report is an Applications portfolio. Only Data that are
categorized are displayed in the report. They are grouped per data category and
applications that use this Data.

= rortfolios / All Application Portfolios / Portfolio-2 g av|pv P R I [__;} & E

B My Application Portfolios H Health Application Portfolio x
»
l B | Reporting - Data Category of Portfolio Dendrogram v
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2
Q
I Sensitive i Appolo Health .3 [ Medication
Health Application Portfolio [ Golden Data fiy Appolo Health 5 Medical History
Healthcare (External) 43 5 physician
[ ] Health i
5] Medical History
Appolo Health o3 & Medication
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2.9.8.3.Regulatory Report

This Report displays all policies of specific regulatory and policies, the list of Data
Asset that are constrained, the data responsibility and their role.
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a) BCBS 239 and Solvency II Reports

These reports are visible when the corresponding regulatory are imported from solution
Pack. They allow to describe the details of the regulation and to show which sections
are constrained the data.
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2.9.8.4.Rules Report

This report displays Rules description, the corresponding Business Policies, and the Rule
Enforcement information.
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Parameters

Rule Building Block List

00 Connect
lmnmmm
Assignment Rule 1. AS-IS::0. Business Strat... O http://800-000-int5370.fr
#  Authorization for Purchase Order .. | World@Hand:Core Busine.. O http://800-000-int5370.fi
#  Bad Customer Experience Rule World@Hand:Core Busine.. O http://800-000-int5370.fi
#  BestPricing Rule World@Hand:Core Busine.. O http://800-000-int5370.fi
Page 1 of 1 = Show 50 & elements Displaying1-40of 4
Actions
B 1. Rules Description Chapter =
Rule Building Block Rule Derived Regulation Business Policiy Enforcing Guide
Description Block Schema Process Activity
gA&signmen{ Rule

ﬂ Authorization for Purchase Order Over 5000
Dollars

ﬁ Bad Customer Experience Rule

g Best Pricing Rule

2.9.8.1.Data Quality Report

Data Quality Report can be generated from Information Area that use Data Asset. The
Data Quality report displays the last Assessment of Data Asset on the different Data
Quality Dimension.
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<« Parameters
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Home

L ]

Dashboard = 1. Data Quality

At

(%] To-Do List
® Environment Data Quality By Dimension
@ Business Glossary
‘e Data Architecture
(O Data Usage

L - Y
Policies and Rules Validip >cu sistency Activity

# Operational Assurance

¥ Reports

Accuracy
] Description Reports

Word Cloud Reports

Data Quality By Information Entity
Data Usage Reports

] Policies Reports

r Favorites

0

History

2.9.9. UX Improvement

Property Pages of Business Information Objects are improved by reducing the number
of property pages and declaring them as properties group in the Characteristics Page
of concept, Concept Type, ...
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Characteristics - Characteristics v
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Vehicle is defined as any car, van or truck rented by a Driver from Rent Car company.

i Designed Term it Synonyms ¥ Hypernyms L Hyponyms

® New & Connect = A

l gwner Business piction - m

i vehicule ER English N. Rent Car Business Dic.. W Ren

Data Categories: v

() Abstract Concept

Components ~
Individuals v
Responsibilities ~
Policy Constraints v
Data w

Data Use ~

2.9.10. Utilities

2.9.10.1. Renaming

Object type Old name New name

Profile Data contributor Data Assessment Manager

Meta Class Representation Type Information Item

Meta Class Representation Type Rule Information Item Rule

Meta Class Representation Type Rule Output Parameter Information Item Rule Output
Parameter

Meta Class Representation Type Rule Input Parameter Information Item Rule Input Parameter

2.9.10.2. MS Excel import template

a) Term and definitions Initialization

“Concept Excel Template” is an Excel Template provided to initialize a Business
Information in HOPEX repository when terms and their definitions are already existing.
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B3 Fo | car ~
| A 5 i | D | E | £ [ & | [
1 [Term Term_Name Term_dent Business Dictionary Language Text Defnition
2 |EC1BEEDE447800E 390650CA1150931268 'D000200040000053 FHOBGCFFECH4THEZ CESOCANSSCHI 225 CHI0CH445C531100 BEIFIABBSCA4IAIE
3| Car llerm_Car Car Business Dictonary EN
4 | Auto Tarm_Auto Car Businsss Dictionary EN
5| Automobile Term_Automobile Car Business Dictionary EN
5 | Machinz Term_Machine Car Business Dictionary EN
i Patarcar Term_Motorcar Car Busin=ss Dictionary EN
8 Railcar Term_Railcar Car Business Ductionary EN
Ca Railway car Term_Railway car Car Busness Dichonary EN
10 Railroad car Term_Sailioad car Cor Business Dichonary EN
11 Cable car Term_Cabla car Car Business Dictionary =il
12 Gondola Term_Gondola Car Business Dictionary EN
13] Elevatar car Term_Elevator car Car Business Diebonsry EN
4 Gondola car Term_Gondala car Car Business Dictionary EN
15 Soat Term_Boat Car Busness Dichansry EN
16| Gravy boat Term_Gravy boat Car Busness Dichonary EN
17| Gravy holder Term_Gravy holder Car Business Dictionary EN
18| Sauceboal Term_Sauceboat Car Business Dictonary EN
19 =
Business Dicticnary | Data Calegery | Term | Concepl | Synonym | Hypernyme | Component | State Concept | *® [ v
R ] + 100%

The Concept Template enables end User to simply import Terms and their definitions
or arich definition of Terms by specifying concepts with their definitions,
synonyms, Data categories composition, states, Hyponyms, ...

b) Data Excel Template

A new Excel Templateis available to initialize Logical Data as Classes,
Attributes, relationships, generalizations, Data types, Data Dictionaries and Data
Categories.

Al > £ Class
A B C 1] E F G-
1 [Class Icinss Shart Name Chss D Data Dictionary Name: Deta Dictonary D Data Categaries Comment
2 4850 % SC14B2ADSEIN303C ZTEIZFBOSEZTHAN 347989 ‘BOSDCF "ouoooonso0oo0ze
3 Car Rant Car Management Golden Data
4| Elevator car Rent Car Management
50 Gondola Rent Car Management
B Boat Rent Car Management
i Truck Hant Car Management
8| Van Rent Car Management
9| Customer Rent Car Management Golden Data
10 Insurance Rent Car Management Galden Data
11} Direct Cuslomer Rant Car Management
12| Agency Customer Rant Car Management
13 Contract Golden Data
14
15
16|
. Data Dictionary Data Type | Data Type Component Class | attribute | Relationship | Generali ... (¥ i L
Ready B @ M - ] + 100%

The import of classes can invoke the creation of concepts or its connection if they
exist with the same names. Thus, the two business and logical data are automatically
linked. This mechanism helps to initialize the business dictionary. It can be configured
using the "Business Dictionary Initialization" option.
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2.9.10.3. Options

A compatibility option has been defined to allow in some cases for old customers to find
the menus Business, Logic and Physical menus of the Old Information Architecture
desktop.

This option is temporary because the old Information Architecture desktop will not be
supported soon.

Options @

&l Jr BUSINESS Process ang Architecture mogeling
G -4 Information Architecture: display the former deskiop

B [ Data Madeling - Information Architecture: display the new desktop

B  Tecnnical Support

(@]

Q

2.9.10.4. Solution Pack

HOPEX Information Architecture provides new content of Data Categories provided as
Solution Pack.

2.9.10.1. HOPEX Store

HOPEX Information Architecture provides regulatory as BCBS239 and Solvency II
content description in HOPEX Store.

2.10.. HOPEX Application Design
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e HOPEX Application Design is nhow deprecated. But UML notation, User Interface
and Job/Batch modeling tools are now integrated in HOPEX IT Architecture v2.

2.11.. HOPEXIT Architecture

2.11.1. Diagramming Improvement

e Standardization of icons and shapes for partner objects in environment
diagrams.

e Definition of groups of icons

e Addition of an icon for Application Flow (instead of link tool)

@ e dwmvy @ w v BO®SHEHZE & @ T
“ B

e

e
— Za

& .. Flows “m =

&re o

@ v ‘“E,

&

e Creation of Input/output Gates : content proposal based on owned contents
e Creation of Application Flow : content proposal based on owned contents

e Creation of Application Flow "from Input Gate" or "to Output Gate" : blind
creation by reusing gate content

e Improvements on diagram initialization for scenario flows diagrams

2.11.2. Modeling Capability

e Addition of flow scenario diagram on Logical Architecture (Logical Application
System Environment and Logical Application System)

e Capability to link sub-scenarios to a scenario participant (to declare relevant
sub-scenario according to the context for drill down)

2.11.3. Property Pages

e New page for System Process

e New page for Software Technology
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2.11.4. Reporting

¢ New graph report on scenario flows of an Agent (Application System,
Application, IT Service etc.). This report is embedded in property page.

e New graph report on interactions of an Agent (Application System, Application,
IT Service etc.). This report is embedded in property page.

e New graph report on scenario flows between Agents

e New graph report on interactions between Agents

(& Manager
&) Menag

’"T ime Management
)
»

R ‘;iJ Healthcare (External)
) 4

() Manihly tecoeniing Dota
&l

;5 Accounting
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2.11.5. Profiles
e Application Architect profile can't create process anymore (business or
organizational)

2.11.6. Business Capability Diagram
Supply of Business Capability Tree diagram in HITA. Allows to draw diagram with
nested Business Capabilities as it was possible with city planning area diagram.

2.11.7. Technical Architecture
Improvement of technical communications description (standard port number for
application protocol, transport protocol, link technical ports to service/request point)

Supply of standard transport protocols with their standard port humber.
New tile for Application System Technical Architecture

Improvement of Application Property Page to handle technical architecture and
technical areas

2.11.8. Migration of Application Design features in IT

Architecture
e HOPEX IT Architecture v2 contains now the UML notation, User Interface and
Job/Batch modeling tools.

2.11.9. Removal of "Business Person”
e “Business Person” and responsibilities are migrated to Person (System) and
assignment.
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3. UX Improvements

3.1..Drag & drop Multiple Business document

Currently in Hopex, if you want to add a file, the classical way is to go to attachment section of the item &
then add files by clicking new.

We made this feature easier & faster. You can now add files by dragging & dropping from your PC into
Hopex. Just select the files you want to attach & then drag them to attachment section.

If there is no data yet, an upload prompt underneath the table will allow the user to select files from their
computer or drag a file into the application to begin the upload process.

Horizontal insertion indicator and highlighting is used to show where content will reside when dropped.
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4 collaboration

You can drop many files at a time & when the file starts uploading, then users will see the progression of
the file & eventually you can cancel the upload if you decide to upload another file.

The completion status of the uploading file is shown with the percentage & green check mark appears on
each file as soon as it is uploaded.

Once all the files are attached inside the section the popup disappears and all the files are shown a list
allowing the user to open or delete the document if it is no more needed.

# tome R v o

# Dashborrd I

- S — @‘Ju}w @ None @ None

@ _ None @ None

Callaboratien

Jo not populated yet
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Bre assescnenss Hesory

All the attachment sections where you can add business documents will now benefit from this feature.

The accepted type of file is specified on list level so that only those types of files are accepted when
dropped on specific lists.

Uploading a file is simplified in overall platform by opening the system files directly without many popups.

andard Reprocessing

Reazsign Uses

3.2.. Full text search to refine your search results
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Full search is now equipped with faceted search capabilities. HOPEX will now use faceted search navigation
to add multiple filters to the result set.

Faceted search is a technique which involves augmenting traditional search techniques with a faceted
navigation system, allowing users to narrow down search results by applying multiple filters based on
faceted classification of the items. It is also called as “guided navigation”.

The new full search comes up with the ability to choose on which pane you want to display your search
results.

The two options to view results are:
e Navigation pane
e Bottom pane

By default, bottom pane is selected, and users can select navigation pane if they want to replace their current
navigation with the search results. Showing the search results on bottom pane will allow the user not to lose
his current navigation & help them to use drag & drop items into the browse or properties panel. After
refining your search results by using filters, if the user decides to navigate, he can click on “navigate” button
on top of the lists and from there he can navigate to see the properties or use collaboration features.

You can minimize or maximize the search results page according to your need & the system saves the last
option you selected.

For the basic user, who just wants to see search results and navigate from the results page, he can just select
view pane as “browse” which will allow him to navigate right from the search results.
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The filter panel on full search results will display dynamic list of facets which means that as soon as the user
searches using a keyword, only the filters related to that keyword are shown.

Visibility rule followed:

Filters with non-zero results will be displayed to the end user.

All the filters selected by the user are shown on top of the results page as tags allowing him to remove
them easily from the results page.
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Currently you can see predefined Filter groups that are Object Type, User & Tags for a list of search results
but in the next update we will be considering some other important filters which will be displayed
according to the search keyword that you entered.

Added an image whenever you have zero results page to let the user know that the keyword entered is not
available.

Handling access rights
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If the user doesn’t have access to certain objects, then a message is displayed to the user to let him refine
his search as he doesn't have access to see the selected filter objects.

Q
@D

3.2.1. Full search with dynamic filters

The full search will now have more search filters according to the keyword the user
entered. When the user doesn’t have access rights to view the object or if the search
results end up with zero results then appropriate image is displayed to end users in
order to guide them in their search journey.

-------------

[u—— .

Technical info: We now have an ability to add other attributes either standard or
custom as search filters by just making them as indexable attributes.
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3.3.. Autosaved Indicator

When you are in public workspace where the system saves your modifications without obliging you to save,
we will have an indicator on the top toolbar to let you know when the system saves your modifications.

This indicator will be displayed on top toolbar to indicate when it was last saved. This will allow them to
assure that their modifications are not lost & the systems saves their changes.

3.4..Diagramming improvements

3.4.1. Ability to maximize/Minimize diagram panel

We will now have the feature to maximize or minimize diagram panels, if you ever want to view or edit the
diagram in full screen mode without distracting with other panels.

This feature is also available when you are in mutli view mode with many diagrams opened as tabs in
middle diagram panel.
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3.4.2. Ability to insert a new activity within a sequence

You can now add an operation in a sequence flow then it is added automatically. You
can either place a new activity on top of the sequence flow or you can replace the
existing activity to make connections automatically.
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3.4.3. Add or remove empty space in the Diagram

We now have new functionality to Push objects in a quadrant to make some space to
new objects while modifying an existing diagram. This feature will allow the end user
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to edit their diagrams faster by just making the space in between objects without

moving one by one.
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3.4.4. Automatic Page Add

when you place objects out of the page limits then the page is automatically added
without asking the user to add page while modeling. The system will display preview
of adding a new page when you place an object outside the current page limit. As
soon as you leave the object, the new page is created.

1 El

3 B

3.4.5. In place edit on diagramming objects

The edition of diagramming objects is simplified by removing the long clicks and just
double clicking on the text will take you to edition mode. When new object added to
the diagram, the cursor is placed directed inside the cell to let the user edit the name
instead of loading them with couple of popups to enter the name.
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3.4.6. Drag & drop objects from the toolbar

The diagram creation is simplified but adding a new feature where user can now drag
& drop objects & shapes from diagram toolbar inside diagram edition tool to create
objects. This will reduce number of clicks and simplify user interface.

When you create objects without any wizard proposition then as soon as you drop
objects your cursor is pointed inside the object created to edit the text (Example,
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create business process or organizational process). The same behavior applies for
objects dropped from the drop-down menu in the toolbar.

For the objects where the user should enter more than one mandatory field, then the
in-place edition is not proposed but instead a popup appears where user should fill the
fields which are required to create the object.

-
[ = |

T W

3.4.7. Select link popup is only shown after dropping an

object
The Select link popup will be proposed only after dropping the graphical element, if users do not select the
link after dropping then the “sequence flow “should be selected by default.

Add screenshots
Before, when an organizational process is selected from intellibar, the link selection popup will not allow

you to add an organizational process. If users do not select the link after dropping, then the “sequence
flow “should be selected by default.
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Available option :

B Activer le choix du lien lors d'une création via l'intelliBar

3.4.8. Diagram grid

The grid on the diagram is not visible by default to make the diagram editor clean &
readable but the user can always add grids on the diagram editor if needed.
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1
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@ System v
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B 0O Queries @ System v
Font
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@'- ) Notification on opening automatically modified diagram
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B = Diagrams/Edit Shapes ] Authorize graphical shapes to be inserted in pools
£ Web Editor Style of bridges
(@ semi-circle ~
m TT Rartfalin Manaaomon +

~ o
L @ 1mm ~
*
B i@ SOHO | @ [ Diagram editor grid |
[+] Installation Diagram editor grid spacing
@2mm v
Data Exchange
Page orientation
B = Documentation o
B System v
& 2 Repository Pages size
£ Queries (@ System -
Font
0 B Languages )
@ Arial,-11,0,0,0,400,0,0,0,0,3,2,1,34,
& workspace P
®® [ Notification on opening automatically modified diagram
+J .
3 o Text Edit [ Status indicators visible for new diagrams
[ I
B ™ Diagrams/Edit Shapes <] Authorize graphical shapes to be inserted in pools
) web Editor Style of bridges
(@ semi-circle ~
m TT Narkfalin MAanaanmnan +

3.4.9. Diagram creation wizard

When there is only one diagram type then it will be selected by default without asking
the user to select it in the diagram creation wizard.
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Business Proces. .

This diagram is used to describe a structure of the business of the
company.

It presents product or service offerings, the composition of business
processes that produce them and their implementation by organizational,
system processes or value streams.

This diagram uses a subset of the BPMN notation.

Initialize Diagram

Edit Mode*

Edit diagram with graphical entry v

3.4.10. Intelibar on links are simplified

We made orthogonal as default link and hidden the intellibar on links so that it doesn't
hide other objects in the diagram. There is an option if the client really wants to see
the intellibar on links. By default, this option is not activated.
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@ [ Activate the choice of the link when creating via the IntelliBar

@ [ Activate the IntelliBar on links

3.4.11. Gateway predicate on diagram edition mode.
To have a zone sensible to add predicate directly in the diagram. Added an indicator and on double click
will place the user’s cursor inside so that he can enter the text.

With this improvement you can edit the predicate text directly in the diagram rather than going into the

property page.

3.4.12. Color selection of diagramming objects is

simplified.
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We simplified the color selection in diagram edition by proposing the standard color
palette colors and then there would be ™ more colors” where user can either enter hex
or RGB code if he has them on hand or just choose the color he wants to use on the
shapes from the colour palette.
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3.5.. Floating toolbar icons

The diagram concerning icons in the floating toolbar will now only shown when the
type of items has diagrams. If the items never have diagrams, then the icons will not
be shown.
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3.6.. Calculated attributes UI

3.6.1. Columns with calculated attributes in Lists

(8] [itmmret | oo | Pveition) + | vt + | neanetrn) om0 + | Wty | P o)+ | P e

0 @ 0nternal Projects CEDARD Christo. 664 4483 539 Opened 08 561 83 Root
O ® Functional projects CEDARD Christo. 2390 2696 0 Opened 0 337 299 Root
0O @ Industrial projects GARNIER Pierre 96 0 96 Opened 12 0 12 Root
O ® Platform projects CEDARD Christo. 8898 8078 1208 Opened 151 1010 1113 Root
0O Q@ v4-Training CUILLERIER Fra... 0 1] 0 Opened 0 0 0 Documentation (Doc)
0O ® v4-poc CUILLERIER Fra 1788 945 911 Opened 114 119 224 Documentation (Doc)

n. Project Manager Planned (Hours) Worked (Hours) Remaining (Hours) Remaining (Days) Worked (Days) Planned (Days) Planned Project Nature:

D @ xv3.0-Doc CUILLERIER Fra
0 ® xV3.0-Training CUILLERIER Fra...
0 D WEBAPI GIBELIN Laurent

3.6.2. Property page with calculated attributes
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3.7..New centralized color palette

We introduced different types of palettes in HOPEX interface so that all the solutions
are homogenous in all solutions and the reports will be beautiful & readable.

By this improvement, it is easier to update color palette on different areas in HOPEX.

Below are 7 type of palettes introduced

-

. Desktop Palette
2. Report Palette

3. Indicator Palette
4. Gradient Palette
5. Frequency Palette
6. Ranking Palette

7. Home page Tiles Palette

The palette used in the desktop is the standard color palette that has been used
wherever we have color picker in the application. In V4, desktop & reporting palettes
are both same.
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The palette Indicator, Frequency, Ranking & Gradient are normally attributes where
the colors are proposed to indicate a value.

We introduced new field called as “Palette color identifier” which will list you to choose
different types of palettes available according to the need.

This improvement will allow us to change the color palette easily and all the attributes
which use the palette concern will be automatically updated without much effort.

3.7.1. Updated color palette of the desktop

Universal desktop V2 is updated with new color palette colors which includes, text
color, buttons, headers etc will now aligned with reports & attribute colors.

aosaved % @ (D [

@ O & Apour Test-A €0.00 o €0.00 % OStar B unknown
2 O d A €0.00 o €0.00 ¥ O Star B unknown
IS 0 & ABCMaster €1,644,000.00 o €0.00 ¥ O Star B unknown
0 & Account t Management t Production €47,800.00 250 €191.20 %k O Star M Accepted
O & Account Payable €0.00 o €0.00 ¥ O Star B unknown
a O & Accoun ting Link © Retired €0.00 o €0.00 ¥ 0 Star W unknown
2> 0 & acon ting Production €0.00 o €0.00 ¥ 0 Star W unknown
0 O & Accounts Production €0.00 0 €0.00 ¥ O Star M unknown
e O & Account ® Retired €0.00 o €0.00 ¥ O Star W Prohibited
O 8 Advisor Client €0.00 o €0.00 ¥ O Star M unknown
¢ ]
O o Agencylntegrator €2,943,540.00 o €0.00 ¥ O Star M unknown
O o Algorithmic Trading €0.00 o €0.00 % O Star M unknown
= O & Analytic Dashboard €0.00 0 €0.00 ok O Star M unknown
o O o AppcO.com €0.00 o €0.00 % O Star M unknown
O o Application sSCM €0.00 o €0.00 % O Star M unknown
4
O o Application Support €0.00 o €0.00 % O Star M unknown
o Page 1 ofs | > » | & | show 50 T elements Displaying 1 - 50 of 380

Page: 159 / 200



()MEGA

3.7.2. Updated color palette of reports

Pie Chart Data

@ Submitted: 20%
@ Confirmed: 20%
Ongeing: 30%

@ Closed: 0%
@ Archived: 20%
@ Discarded: 10%

® [Empty]: 0%
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Good overall level Can be improved @ Improvement needed @ At Risk

Impact/Likelihood

B -

Very High

High o 1]

Medium o 1] o

Low 0 0 - 0

Very Low - 1] 1] 1] (1] (1]
Sum o 1] 1] 1] 1]
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3.7.3. Indicator type colour palette
All attributes which are type indicators will now have same colors making the colors

homogenous.

Company Standard

B Prohibited v

B Approved
I Accepted
B rProhibited

B unknown

Priority

Medium

B Critical

B High

Medium

B Low
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M very High| o v

Il very Low
Low
Medium

M High

B very High

B unknown

3.7.4. Automatic Conversions

All Meta attributes type indicators are now converted to use new color palette of type
indicator. Approximately 1200 attributes are converted.

3.8.. Home page tiles improvement

Home page tiles UI is improved on all our solutions. Revisited default tiles shown on
each profile.

By default, tiles would be shown in medium size & always center aligned. When user
tries to add new tile from add menu, then the tile will in one colour but after
refreshing or revisiting the home page again, the tiles are automatically calculated to
alternate colours.

The functionality of small tiles is different compared to medium & wide tiles so, from
V4, the standard small tiles will always be shown in different colour.

e Below is the default size of the tiles delivered by the solutions in HOPEX
customizer. We made all the list tiles by default to Medium, so this way there is no
need to modify the default size to medium by each solution.

Tile type Default size

List Medium . Below are the default
size of the tiles when the

HTML Formator Large user adds objects to their
home page

Standalone Small
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Tile Type Default size Action

Document Medium Click to open the
document

Generic Object Medium Click to open the object

Diagram Large Click to open the diagram

Create a new object Medium Click to create new object

Report Large Click to open the
document

3.9.. Simplified Excel Import UI

Excel import will now propose available templates to the user, so that he can
download them & then upload the file in single click.

If the user encounter errors after importing, then the errors would be displayed
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a Upload file should not be mere than 50 ME, Only the .xis, .xlsx file types are ailowed.

Excel Import File:*

Excel Import - Report 7 X

u The import process is now completed. Please open the result file to access to the import report, and see errors.

Excel Import Report

Worksheet " _2": 1 error(s) occurred
Worksheet "Sheet1": 1 error(s) occurred

3.10.. Universal desktop stylesheet with New UI

e Added states to visually communicate the status of the component& these states
are applied consistently across the platform components to increase the usability.
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we will now have clear state to indicate different status. Example, when the user
place his cursor above an interactive element, then the element is shown

differently.

53

Applications of my My Application
Portfalios Portfalios

New Idea My Reports

e Selected and activated states are also implemented to communicate well to the
user.

Disciplinary Measures and Conciliation

Status:* ® Live v

Overview Legal Basis Details Regulations Preassessment DPIA Action Plans

Specify the legal basis of the processing activity and provide as attachment any relevant document. This is the legal x
ground stating the legitimacy of the processing activity.

[] Contractual Necessity [J Law Enforcement
[ wvital Interest Legitimate Interaest

[ Public Interest [[] specific Consent

e Hamburger menu: Removed lines between each menu item & increased the size of
the icon when hamburger menu is expanded. Fixed text alignment issues.
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& strategy
Business Architecture

[§ Data Glossary

@ Asset catalogs

{il Deployed Assets

8 Portfolios

@ Assessment

] Transformation

& Application Architecture

M Environment

¥ Reports

i Coellaboration

Bl Administration

e Enhanced the Ui on Add tiles menu to show white icons
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Add tiles x

Drag and drop the tile into the Home page.

*xGeneric Tiles®*
=2 Business Process Analysis
All Business Processes
All Org-Units
All Organizational Processes
All System Processes
All Value Streams

My Business Processes

My Org-Units

e Scrollbar width is increased so improve usability & the scroolbar will be shown on
focused panel.

E Home Data Categories Biomel
<«

% Home

% Dashboard |

“ff Key Elements v |

5 Dpata categories

"~ Data Subjects Categori...
Sensitive Activities

E Supervisory Authorities
';'9 Transfer SafeGuards
Countries Adequacy

@ Security Measures

ﬂ:j Technologies

E Physical Archives

n organization

E;J Record of Processing
dY. Data Subject Managem...
El Personal Data Breach

Regulations

Favorites

History
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Home

Key Elements v |

Data Categories

&' Data Subjects Categori
Sensitive Activities
Supervisory Authorities
@ Transfer SafeGuards
Countries Adequacy

& security Measures

i Technologies

] ehysical Archives

B organization

Record of Processing
#: Data Subject Managem...
[ Ppersonal Data Breach

Regulations

Favorites

Dashboard E

History

Pas
List Hierarchy View
@ New Y
T
0 Biometric High O Data derived from somatic or behavioral characteristics of the person (eg graphometric
(J Contact 1year Medium O Data allowing direct identification, such as personal data (for example: first and last nz
(J  Cookies and System Logs 2 months Medium O Data automatically generated when browsing websites and using IT systems.
(J Data Category-1 O
O  Financial 20 years High O Financial data such as salary, bank account details, credit card number and similar
O Golden Data 1 year Medium O Strategic data that participates in the definition of "master” data (reference or legacy ¢
T Health 1 year High O Data generated by devices or applications used to gather a data subject's state of heall
O  Judicial 10 years High m] Data that may reveal the existence of certain judicial measures subject to registration
O sensitive 1 year High O Data that can reveal racial and ethnic origin, religious or philosophical beliefs, political
« < Page 1 of 1 > » & | show 50 ¢ elements Displaying 1 - 9 of
Fage

e Third level menu UI where we fixed the alignment & made the tiles height auto
sizable.This will allow to fit the long texts to improve readability.

e Pproject Portfolios
z

Transformation Portfolios
Displays the list of Project
1 & Portfolios

My Analysis
Portfolios

Displays the list of My Analysis
Portfolios.
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Pa
HAPEX ]
A o °a mosaes % @ O B
Fi e

= < o ey N O B Q& R

= Application A
Functional Architecture

»
ﬁ Global Applicati Applicati Infe ti
. " obal Application pplication o nformation
e Hierarchy View Flow Mape o omments {58 Applications @ System Processes @ services catalogs
2
Displays a hierarchy view Display the list of global Displays the list of application Displays the list of aplications of Display the lists of system Displays the list of Information
¢ application flow maps environments the repository with several processes Services Catalogs
2) filters according to your profile.
IT Services Micro-Services Functionality Maps Functionalities @ Service Coverage
Matrices
U
Displays the list of IT Services of Displays the list of micro- Display the list of Functionality Display the list of functionalities Displays the Service Coverage
the repository with several services of the repository with Maps. Matrix report
& filters according to your profile. several filters according to your
profile.
L

e Font is changed to Verdana all over the interface including diagraming & reports

e User info menu padding is decreased & the background image has been modified.

Profile: T
Reposito

Envirenment: Er

0, switch Profile >

Save

> Logout

® Import >
Export >
Scheduling Management >

Set Current Library

Mapping Editor

B @ B 0 B

Advanced Query

E& English >
B HOPEX V2R1 Style >
& Settings >
fal Community

e Treelists design improvements

e Background images are changed on all solutions..etc
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3.11.. Explorer desktop is now inherited from V4
desktop

The look & feel of the explorer desktop is changed as of the universal desktop of V4.
This will allow us to have only one global desktop & all other desktops inherit from the
parent desktop.

3.12.. Display filters on top of the lists by default

You will now have an option to display filters on top of the lists. By default, this option
is not selected. But if the user wants to have filters on top of lists, he can choose this
option.
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o All Applications ~  @New i3 v

-m ek e
Q Q = &=

¥

]
z

a A pour Test-A €0.00

8 ra €0.00

O ol ABCMaster €1,644,000.00

o Account Management Production €47,800.00

5] ol Account Payable £0.00

3 o Accounting Link @ Retired €0.00

= & Accounting Praduction €0.00

al Accounts vz.o Production €0.00

- a Accounts Praduction €0.00

] & account ® Retired €0.00

O &l Advisor Client €0.00

o o Agencylntegrator €2,943,540.00
=

sl algorithmic Trading €000

. O o analytic Dashboard €0.00

L4 @ ApPcO.cOm €0.00

o

st per User
€0.00
€0.00
€0.00

€151.20

« ¢ |Page 1 of8| 3 5 | & | Show 50 < elements

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

0 Star

Rank

T
v Q
M unknown
M unknown
M Unknown

B Accepted
B unknown
W unknown
W unknown
M unknown
B unknown

M Prohibited

M unknown

B unknown

B unknow

Displaying 1 - 50 of 380

SOHO O Always open diagrams in new window

Installation

Activate Explorer
Data Exchange
fill mode presented by the explorer
Documentation standard Mode o

& Repository Display of button indicating default values

0O Queries 3 Activate Graphic Improvements

P® Languages

(& Workspace

] Text Edit

Diagrams/Edit Shapes

IT Architecture Activation of "Undo/Redo”

mple or multiple mode
IT Portfolio Management

Assessments
& |8 oisplay filters in the list header by default

Privacy Management Number of objects displayed per page in the lists

. status Indicators

& Collaboration

& Modeling and Methods Regulations
Entire text mode v

£ Business Process and Architecture modeling

Activate libraries

3.13..

3.13.1. Reports

Multiple borders around the reports are now removed & new
buttons

Display a warning message when opening an uneditable diagram.

Make the creation of predefined folders for external references mandatory.

Other improvements

UI on

refresh, actions
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3.13.2. Autosaved Message

To assure the user that the system is saving their changes automatically, we now
display AutoSaved message on top toolbar & on hover you will see the last saved time
stamp.

3.13.3. Filters on lists

Filters on lists will now have a new option to search items that doesn’t contain with
the keyword entered in the search filters.

3.13.4. Ungroup default groups on lists
Possibility to the end user to group & ungroup columns on lists though the solution
delivers group by default
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3.13.5. Tags & Favorites list view

Tags & favorites are now displayed as list view to simplify the navigation and
readability.

3.13.6. Minor platform improvements
e Enter key on connect wizards are now activated so that the user is not forced to
click on search button as soon as he enters a keyword in the search box.
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e Hyperlink when an URL is added to the text editor

¢ Removed "navigate/ Edit "Button on table entry of the Diagram when you are
connected with process contributor or Process Viewer

! R
.

- =

e Full text search suggestions will now be shown after one character

e Save automatically the last order of the columns that user changed

e Migrated to extjs 6.7
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e Customer journey map will only propose tabular entry & graphical entry will be
hidden to the end user to make it easier to the basic user.

E=L = L

e Default action buttons should be shown after unselecting an object in the list
systematically.

e Collaboration menu items which are less than 5 items are now shown as tabs
instead of dropdown lists to make it visible to the user.

e If library & owner fields are not used in a solution, we will now have an option
to hide them to end user. This should be possible to hide on Desktop level.
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Creation of Business Process H®

Local name: * | Business Process-3 |

Owner: Business Process % | 11.Compensation & Benefits

OK Cancel

5. 15 Marketing Frogram (=)

o Characteristics «

—  Identification
Name: 18, ITS Marketing Program
Owner: EA Project W HCM ¥
Code:
Farent: >
Status: W
[4 ' Defaulifomt r B I 4 T Iv T~ EE =z EE TP

e Activated autocompletion in share wizard when you share an object to others
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4. Reports Improvements

4.1.. Default colors

Default colors of all reports have been changed according to the new report palette.
Some adjustments have been made to improve the readability of the reports

4.2..Pie Chart

The default appearance of pie charts is changed allowing the display of the number of
elements represented on the chart

Minimum and Maximum size have been fixed. Text color is automatic depending on
the pie color.
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Department Legal Entity

& Contractual Necessity: 2.

@ Law Enforcement: 5%
Legitimate Interest: 32%

@ Mo Legal Basis: 32%

@ Specific Consent: 5%

@ Vvital Interest: 5%

4.3..Tables and Matrices

[ 1. Active Third-Parties

Third Party Name | Processing Activity Compliance Level Py P————

Deloitte Disciplinary Measures and Conciliation M very High ' Almost Compliant 11/28/2019

Salesforce Accidents and diseases management A High (“) Poorly Compliant 11/28/2019
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[ ] [ ] [ ] [ ]

Accidents and diseases management

[ ]

Company car fleet management

[ ]
[ ]

Disciplinary Measures and Conciliation
Email Management

Email Marketing

Employee training Management
Employees Costs Management
Employees evaluation process support
Financial Reporting

Help Desk

IT Logs Management

IT systems administrators

Payroll Management

Payslips and fees preparation
Performance Management Process
Performance Management

Physical Security and Video—surveillance
R&D Planning

Recruit Employees

Recruitment and employment management

Recruitment and staff selection

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
®

Support Process

4.4..Bar Charts

Direction of the grid lines has been changed according to the bar direction
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1. Top 10 most expensive applications

MyCompany.com Mobile A
Marketing Management 4
Oracle E-Business Suite  +
Global Customer .
SKI-Application-6 .
Zeus Purchasing v2.0 .
SKI-Application-5 .
SKI-Application-4 .
SKI-Application-3 .
SKI-Application-2 -

0€ 400,000

4.5.. TreeMap

Size is displayed in % in all cells

Text Size is proportional to the Cell size

Report run on 6/2/2020 18:24 (4 5)

Number of displayed levels Display criterion |Number of components v

Business Support (FR)

Reference data (FR)

External Agency (FR) Market data (FR)
0% 41 %

Models (FR)

Non IT and Non HR Enterprise Services (FR) party (e) || Product (FR) P
1w 7% 22 %

1,000,000£ 1,600,000< 2,200,000€

cChannel specific (FR) cross channel (FR)
23 % 16 %

Customer management (FR)

H5CD Sales (FR)

21 %

Marketing

Servicing (FR)
11 %

4.6.. Graphs

Can be displayed in 2D or 3D
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Content Scenario i‘%&

{ J‘Qéyroil

‘ol Time Management

Find an object Q @ Options

Object Spacing

Label Length
®

Hide nodes without link

Ungroup all Arcs

4.7..Sticky Header

The report header always remains available so that actions on the report are always

accessible.
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plications Total Cost of nership « X

Applications Total Cost of Ownership @ Report run on 2/25/2020 10:33 (30s) & %

11,000,000€-

u Manpower

10,000,000¢-

9,000,000€ - B |nfrastructure

£,000,000¢ - W software Licence

7,000,000€ -

 gervice

6,000,000€ -

5,000,000€ -

4,000,000€ -

3,000,000€ -

2,000,000€ -

1,000,000€ -

0€

2020 2021 2022 2023 2024 2025
- 2020 2021 2022 2023 2024 2025

Manpower €8,159,995.00 €4,661,922.00 €3,687,400.00 €3519,867.00 €3,605300.00 €3482,144.00
Infrastructure €533,550.00 €217,128.00 €88,200.00 €88,200.00 €88,200.00 €88,200.00
Software €6,358,230.00 €7,153,592.00 €7,276,083.00 €7509,333.00 €7737650.00 €6,028,661.00
Licence

Service €2,243,800.00 €1,687,856.00 €1575,800.00 €1,377,867.00 €1531,078.00 €779,243.00
Total €17,295,575.00 €13,720,498.00 €12,627,483.00 €12 495 267.00 €12,962,228.00 €10,378,248.00

4.8..0ne Button "Refresh”

The ability to refresh each chapter of the report independently is no longer offered.
The entire report can be refreshed with a single button.

4.9..One Chapter Report

The display of a report with only one chapter is simplified, as the chapter title no
longer appear.

Applications Total Cost of

Applications Total Cost of Ownership @ Reportrun on 21252020 1033 (30s) 3§

18,000,000€-
17,000,000€-

16,000,000€-

15,000,000€-

14,000,000€-

13,000,000€-
12,000,000€-
11,000,000€-
LIV anpower

10,000,000€-
9,000,000¢ - B |nfrastructure
8,000,000€ - M software Licence
7,000,000€

i M service |
6,000,000€ ]
5,000,000€
4,000,000€
3,000,000€
2,000,000€
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4.10.. Empty Reports

The appearance of empty reports changes in the same spirit as empty lists to provide
a clear visual to the user.

Parameters

Refresh the report

1. Information Usage - Store

A\~ {(

“-

-_‘---‘-—-

The report is empty.
There are no data to display because the dataset is empty!

4.11.. Instant Report Table

The column content is now grouped by default given that this is the most frequent

need:
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Table Columns

}“ ] Application

% 0 Rating Sort: Ascending
}“ i} Technologies .

Sort Priority: 1 =
}_ B vendor
}_ 0 cost Group: Yes
L B Mumber of users Value Computation:

o

A Limit the table to the first 50 rows

—  Report

Generate

v Technologies

Application Rating Technologies Vendor Cost Number of users
BB NeT Framework 3.5 sp1 © wicroson €0.00 0
BB os2v07 s It €0.00 0
BB oftice 2003 © nicrosott €0.00 0

‘Accuunl * 0 Star

vB7 © nicrosott €0.00 0

4.12.. RTF Export

Chapter comments are now included in the result file

5. HOPEX Customizer
5.1.. Report Studio Desktop

5.1.1. Central Container

The complex objects such as Report DataSet Definition, GraphSet Definition are now
open in the central container to give better access on component objects property
pages.

O B

x

e

Report DataSet Definition B8 Definition v B Characteristics v

Report DataSet Definit

Report DataSet Definition g .
BB Application B[] Report DataSet Structure Local name Cost
3 GraphSet Definition FES  Action Plans I | 8 aml o
AetaAuribute & ication wner. -
B AllOrganizational Processes g pp Report DataSet Structure  ~ >
Report Template Defin - c MetaAssociationEnd by Meta( )‘ Ratine
B8 Amount of Information in Information Areas | % - 9 Parent Report DataSet Collection:  Application
] MetaAssociationEnd a Technologies n li
Web Site BB  Application Direct Evaluation | ] 9 'Pﬂﬂh‘ ?_‘_09'9‘5 A[PP ications to
B ron o Query LB vendor extractzApplication
F pplication Managed Data _
Studio Repons . )_ B iiimberofises Parameter Name:
-E8 Application Technologies iz
Z)  Other Repor: Cost isible: *
T B8 Audit Report - Audit Costs # Visible: Yes v
Favorites B8 Audit Report - Audited Operarional Managers| Property type: Value v
S B8  Audit Report - Urgent Findings
©  History i " 7 A TaggedValue: v )
B8 Business Capabilities x Expected Functionali.
B8 Business Capability x Value Streams Matrix -
B8  Business Dictionary x Concept Matrix MetaAttribute: Global Expense v )
FE8  Business Functions X Required Functinalitie
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5.1.2. View Property Pages
The set of property pages on the report view has been reduced to only one page that
presents the chart settings:

Pie View - Application Cost by Vendor x

& Chart v
Chart Type: Pie Chart
Legend (Series):  Vendor ~
Values: Cost v

5.1.3. Report DataSet, GraphSet, TreeSet Characteristics

The vocabulary used in Characteristics pages has been unified

Report DataSet
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Application Data Details * "
@ Characteristics
Owner: v >
Name:* Application Data Details
User In Charge: >
Source MetaClass:  application Or Application System >

[J Keep last generated result

—_ Parameters

Collection Parameters

[x] A

= Application Or Application S.. B Application Or Ap..  Application Or App..  Application Or

Property Parameters

B R R
[ C e
—  Root Populating Query

B T [

—  Preset Queries

.l

GraphSet
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: 3
Data Lineage Software I... .
5 Characteristics v

Name:* Data Lineage Software Impact Report

—_ Parameters

Collection Parameters

= Software Parameter B Class of Enterpris...

Property Parameters

B - = R |

—  Root Populating Queries

TreeSet
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Name:* Data Lineage Software Impact Repaort

—_ Parameters

Collection Parameters

l—mm

= Software Parameter B Class of Enterpris...

PlDFEI"I! Parameters
B - = R |
< Dl< | B

—  Root Populating Queries

5.1.4. Folder of Report DataSet are available

<> HOPEX — -
2 REPORT STUDIO = 6 a

{ Report DataSet Definition

Report DataSet Definition

- ] Report DataSet Definition
|
Report DataSet Definit [ - | Information Architecture
ﬂ Application Data Details
GraphSet Definition
aph ﬂ Golden Data Details
TreeSet Definition ﬂ Golden Sources
@ Sensitive Data Details
Report Template Defin
=l IT Business Management
Web Site @ All Applications With Deployment

ﬂ All Applications With Cost Line

Studio Reports

5.2.. Report Styles

Page: 189 / 200



()MEGA

5.2.1. Styles

Definition of styles has been improved with new dedicated wizard:

The style creation / modification wizard allows to define the set of parameters

associated to the style and their values.

Style Creation Wizard - Renderer Parameters Type

HO
Name: Red Cell§
Choose the Style Parameters
Selected | Name 1 Apply to hrd
@ table: Cell Picture Row, Column, Cell =
a %] table::Cell Text Color Cells
kb
@ table:Cells Background Color Row, Column, Cell
= table:Cells Text Alignment Cells
@ table::Cells Text Padding Cells
Page 1 of 1 O | Show 50 % elements Displaying1-Z
A This style applies only to this report template
Next Cancel
Style Creation Wizard - Renderer Parameters Type Value ®
Name: Red Cell
Choose the Style Parameters
_ o4 Value: d v
74 Fixet
. l Il k d Color: °
@ table:Cells Background Color Cells Background Color: | 4100 v/o
@ table::Cell Text Col e e
able::Cell Text Color
ENEEEEEN
HEEEEEN
EEER
Page 1 of 1 <
HEX R
2 #000000 0
L]

Then the values or the condition can be changed directly in the style property page

Cost x
A Style v

dadd £ X Y

e e ]

# 4 RedCells

Style Condition
B
Page 1 of 1 D  show 50 <+ elements Displaying 1
Cell Text Color: - v This style applies on the following condition
Cells Background Color: #FFFFFF v Name: Style Condition

[1:ConditionGroup]
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5.2.2. Conditional Styles

Styles can now be fixed by a value or given by any of the report field:

Example: color can be given by a multivalued field, width by a numeric field ...

Style Creation Wizard - Renderer Parameters Type Value

Name: Red Cells

Choose the Style Parameters

Fixed

= table::Cells Background Color Cells Background Color: Field

2 table:Cell Text Color

5.3.. Report Parameters

5.3.1. Use Tree for Parameter Input
The report parameter default values definition allows to define a metatree instead of a

query for values proposition.
& | (Defauttvalues )
Value

Value definition: Values are suggested

Abstract Candidates depend on:

Value Proposition

= B

. Short Name 4

P» ENV-Processes Tree
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Then the report user will then be able to benefit from the following proposal :

Connecting... E ®

T® ENV - Processes Tree >

[J select sub-elements Expand the selected items

DLEI
80@

1. Training Program

10. Meaningful IDPs

k | FO@

11. Compensation & Benefits

D[EI
DEI
DEI
DEI
DLEI
DLEI
DLEI
DLEI
DLEI
DLEI
DLEI
DLEI
DIEI
DIEI

-

12 Work/Life Balance

13. Awards & Recognition

14. Workload Analysis

15. ITS Marketing Program

16. Job/Career Fairs

2. Onboarding Program

3. Mew Hire Orientation

4. Learning Management System
5. Defined Succession Management
6. Manager/EE Relationship

7. Career Development

8. HIPO Developing

9. Competency Management

B

]

Connect Cancel

5.3.2. Limits of the Reports are fixed

Limits of data handled by GraphSet and TreeSet has been fixed to avoid performances
issues. When the limit is reached an alert is displayed in the supervision console and
the data is truncated. The user is warned that his report is not complete. A set of
options in the "Documentation/Reports” section documents the current limits and

allow them to be bypassed:

Fix the limit for GraphSet Nodes: G 1000
Fix the limit for GraphSet Arcs: 3 10000
Fix the limit for TreeSet properties: G 50

Fix the limit for TreeSet Nodes: O 50000

1)

1r

1)

1)
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5.4.. Graphs

Conditional Styles can be used for any renderer including the graph with specific
conditions.

5.4.1. Graph Report

Define graph populated by a Query

The creation wizard allows to define a query that will
populate the entry points of the graph. All the necessary

elements (nodes, M E G A parameters) will be

automatically created.
SEE THE BIGGER PICTURE
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Creation of GraphSet Definition - TemplateSet Definition Creation

Name:* Exchanges between application
—  Root
Collection is populated by*  query v
MetaClass: Application e
Populating Query: APM - Business Capability and Sub Business Capabilities Applications w »

0K Cancel

5.4.2. More Styles

Renderer Parameter
O wiatn
O Node Border Color
O node Fil color
O Node Size
I:I Label Color
O Arc Color
I:I Arc Thickness
':QF' Graph O Node Border Thickness
O Background Color
O Node Size depends on Node Connections
I:I Arc Line Curvature
O Arc Line Style
O Arc Start
EI Arc End

I:I Entry Point Coloring

5.4.3. Conditional Style is available
Styles can be defined by using a field value. Example the "Node Border color” is set
using the “Business Value” of the application:

Style Creation Wizard - Renderer Parameters Type Value

Name: ‘ Node Border Color

Choose the Style Parameters

@ Graph::Node Border Color Field: Business Value v

Condition can be more complex using a text as in conditional styling in Tables
Reports:
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This style applies on the following condition

Name: Report Style Condition

[1:ConditionGroup]
1=Value,ApplicationCost, >, ApplicationHighCost

The conditions can apply to any node fields.

5.5.. Box-In-Box

This renderer is available for any Java Reports based on hierarchical Structure. This
renderer replaces the previous specifics Box-in-Box implementations and offers the
same data visualization features. It shows a data hierarchy with optionally a collection
of items at any levels. Colors and pictograms are giving more specific information to
the user.

5.5.1. Interactivity

e Unfold any number of levels
e Access to object properties, object menu

e Fold/unfold legend, see color details

= Legend

[=] Characteristics displayed as a thumbnail
O Average Level of Vulnerability [-]

. High
O Medium —_—
. Low | Medium |
S
[\ Business Value HBAMNAA

[=] Characteristics displayed as highlighting
E‘; Current State H

5.5.2. Features

e Automatic size and number of columns

e Default Box color is fixed

e Number of unfolded levels at opening

e Box color fixed or based on an attribute

e Display of 0-5 pictogram on the boxes

e Display of 0-5 pictogram on items

e Choice of any shapes and color for the pictogram

e Items background color
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e Legend
ElLegend
[] Characteristics displayed as a thumbnail
(O Average Level of Vulnerabilty = @O @
N /\ Business Vaiue FAAAA
g c istics displayed as highlighti
Number of displayed levels ) Unfold all items [={ Current State =]

=
& Bank Capabilty Map

& Create Next Payments' R&D

B 1 ltem(s)

af Biling v2.0 OA
= [ ] =
& Develop Customer as Innovator
& Create Rapid Proof-Of-Concept Cycle & create Sandbox & Crowdsource Innovation & Develop New Innovation Channels
2 Item(s) B 1 ltem(s) 2 ltem(s) B 1 item(s)
5.6.. TreeMap

This renderer is available for any Java Reports based on hierarchical Structure. It
shows a data hierarchy with areas size based on a numeric value at lower level of the
hierarchy.

5.6.1. Interactivity

e Unfold any number of levels

e Zoom-in, Zoom-out

e Access to object properties, object menu

¢ Change the numeric data represented
5.6.2. Features

e Automatic size and number of columns

¢ Number of unfolded levels at opening

e Area color fixed or based on an attribute

e Automatic gradient colors

e Multiple numeric data to compute the area
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Vigible levels Display | Number of compeonents v

BC-PBS-01 BC-PBS-03 BC-PBS-05 BC-PBS-07
BC-PBS-12 BC-PBS-13 BCPBS-14 BC-PBS-20 BCPBS-21 BC-PBS-25 BC-PBS-27 BC-PBS-32 BC-PBS-34

BC-PBS-103

BC-PBS-106

BC-PBS-33

BC-PBS-104
BC-PBS-26

BC-PBS-107

BC-PBS-105

BC-PBS-15

BC-PBS-04
BC-PBS-22 BC-PBS-23 BC-PBS-08 BC-PBS-09

EErRSE BC-PBS-35 BC-PBS-36
BC-PBS-108 BC-PBS-109 BC-PBS-110 BC-PBS-28 BC-PBS-30

BC-PBS-02
BC-PBS-16

BC-PBS-18

BC-PBS-10 BC-PBS-11

BC-PBS-37 BC-PBS-38

BC-PBS-29 BC-PBS-31
BC-PBS-17 BC-PBS-19

BC-PBS-24

5.6.3. Building Tree Reports: Dendrogram, TreeMap,

TreeTable

A new Data Structure is available in order to build tree reports. This structure called
TreeSet allow to build hierarchical report including recursive definitions (example
business capability decomposition tree)

TreeSet Definition in Studio Desktop

I x
B SoHO B Org-Units .

B @ TreeSet Definition %, | Definition v |
L'I. Org-Units ' -
éi Organisation
ﬁE Org-Units
LE Component

The studio offers the capability to define treemap, Dendrogram or TreeTable Report
on any hierarchy of objects.
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Number of displayed levels E Display criterion | Number of components ¥

World@Hand Corporation HR Department

Corporate Headquater Regional Headquater Number of components 7

Pro._ Customer Satisfaction Department Logistics Department HR Department
Centro chiamate

Car Rental Department

Car Maintenance Department

- _ m e [

— H |=
= ﬂﬂ ﬂﬂﬂﬂmm
Marketing Department

Any objects or properties defined in the treeSet definition can be used as filter in the
report.

Y Org-Unit «

a

Corporate Headquater = Logistics Department — Car Rental Department . — »=m Rental Branch
World@Hand Corporation gy
Regional Headquater = Car Rental Department — »=m Rental Branch

TreeMap Report

All numeric TreeSet properties are used as TreeMap size

Number of displayed levels E Display criterion |Cost v

BIAN Capability Map

Sales and Services (FR)

Reference data (FR)

Number of components 0

Cost 2000.00 |

Business Support (FR)

TreeTable Report

All TreeSet Properties are displayed as columns of the TreeTable.

Page: 198 / 200



5.7..Chord Diagram

5.7.1. Renderer Chord Diagram

This new renderer is available for java reports

BankInsur-Capability dependency chord diagram
p ) p ) g

BankInsur-Capability dependency chord diagram

S

v

0

v

=2

=3
o
S

2
)
3
e

Excel Export is available

5.7.2. Tree Reports in Studio

Display any Properties in tooltips
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Dendrogram Treemap TreeTable

]
% Health

Retention Period 1
Data Categories Risk Scale /s High

B boerou

ﬁ Cookies and System Logs
ﬁ Data Category-1

5.8.. Static Website

5.8.1. Dynamic Reports available in Static WebSite
All dynamic renderings such as Graph, Treemap, Chord diagrams etc... work when
they are included in the generation of a static website.

o [ 8 http://localhost/WS2/ pages/c1dTcdebSectSes T.atm) v || Search.., P~ Wi
ED QA - 900 - All Documents & QA - UD3 CPOG - All Documents | & QA - V4 - All Documents. & QA - 787 - V3 CPO4 - All Docu... | & localhost x |1
4 1 Nouvel onglet (3 DuckDuckGo — Confiden... [y QA - Home EJ QA - Tests plans (3 QA - Versions and Patches... [ OAVal Workload 2] Allitems £ HOPEX V2R1 Doc | - RM Portsl () VSTS
= 1. Graph Set Application Technologies "a'
eofe ]
. e
. @
a
o —
e

s B

a ..

® G b

* L
. .
®
a
] s
-
"
i i
a

.
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